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Introduction

The US enjoyed the benefits of a relatively unmatched
monopolar position on the global stage in the immediate
aftermath of the Cold War. That position has been chal-
lenged in recent years by rivals, such as China and Rus-
sia, working to shift the geopolitical and global economic
environment in their favor." To do so, both nations have
employed asymmetric “gray zone” tactics, actions below
the threshold of war, but which still vitally threaten the eco-
nomic and security interests of the US and others.?

Gray zone operations include propaganda, media misinfor-
mation and disinformation, deliberate supply chain disrup-
tions, and economic manipulation and coercion, along with
other more traditional military equipping activities.* Eco-
nomic warfare activities are the most concerning, as such
activities are focused on destabilizing and diminishing the
vitality of the US economy* and interfere directly with the
United States’ ability to acquire, secure, and field capabili-
ties required to defend the nation.

The industry and supply chains that the US government
relies upon for weapons, technology, infrastructure sup-
port, and other factors of vital importance are at risk—high-
lighted recently by the PPE and other shortages experi-
enced during the early days of the COVID-19 pandemic.®
Subsequently, factors limiting US access (deliberate or
not) to critical technologies and other products and com-
modities vital to a healthy population and economy have
become a growing concern for national leaders.

An emphasis of the 2022 National Security Strategy (NSS)
was to invest in and partner with the commercial sec-
tor to strengthen the US national security posture—a
societal-level approach to addressing the threats and real-
ities of a dynamic global competitive environment. The
approach carries over from the 2017 NSS and 2018 National
Defense Strategy (NDS). Both emphasized the need for a
strong, resilient defense industrial base as an integral part
of national security, as the 2017 NSS stated, “...a vibrant
domestic manufacturing sector, a solid defense industrial
base, and resilient supply chains [are] a national priority.”®
The policy guidance across two administrations is encour-
aging, but there is still much to be acted upon.

Prior to the COVID-19 pandemic, US government efforts
to combat asymmetric “gray zone” attacks were more
reactive, fragmented, and siloed. The pandemic inspired
US government agencies to re-evaluate how to identify,
support, and maintain industrial base elements vital for US
national security. However, the nation still lacks the strat-
egy (2022 NSS aside), workforce skillsets, and business
operations to properly address the scope of the challenge
at hand.

The US government’s approach to countering the infusion
of adverse capital and other asymmetric economic activi-
ties that directly impact DOD missions has also been lim-
ited and disparate. While policymakers have acted,” the
remaining challenge demands a fundamental shift in state-
craft. Remedies will likely be constrained by the inertia
of long-established institutional processes, cultures, and
norms inside and outside the government. An evolution in
thought and approaches to new threats come historically
with a debate over the balance between liberty and secu-
rity (e.g., post 9/11). Change, if effective, drives uncomfort-
able organizational and cultural shifts away from the sta-
tus quo. In this case, a shift from 20-plus-years of the big
“M" military as America’s primary lever of national power
toward others in the “DIME"—diplomacy, information, mil-
itary, and economy—is necessary.

Ultimately, a US government entity must be designated
to “own the supply chain and industrial base problem,”
responsible to orchestrate the development and employ-
ment of a suite of options to protect and defend the US
industrial base from asymmetric economic attack. The
Office of Economic Warfare and Competition (OEWC), as
proposed by David Rader* is a tenable conception of such
an entity, as is the Economic Warfare Operations Capa-
bility, a more operationally focused approach outlined in
this article.®

Vulnerabilities resulting from conflict escalation, kinetic
or otherwise, will be more manageable if there is a gov-
ernment entity with the authority and tools to identify,
orchestrate, and address fundamental risks to the industrial
base and supply chains. This would require strengthened

*  Former Deputy Director of the Office of Foreign Investment Review at the DOD.
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partnerships between the US government and the private
sector to expose and examine threats to domestic and for-
eign companies. Moreover, it would require an exchange
of information on risks, potential responses, and drivers—
both political and economic—and their interdependencies
with supply chains and national security. Ultimately, gray
zone economic assaults must be addressed by the US gov-
ernment in collaboration with the private sector and part-
ners and allies.

Until the problem is addressed, the US government’s abil-
ity to carry out its core duties to “insure domestic tranquil-
ity, provide for the common defense, promote the general
Welfare, and secure the Blessings of Liberty,” is at risk. This
paper provides a proposed solution to that end: The Eco-
nomic Warfare Operations Capability (EWOC).

Background
Understanding the Problem

The US government is not well organized for societal-level
competition against adversaries. The 2023 Select Com-
mittee on the Strategic Competition Between the United
States and the Chinese Communist Party in the US House
of Representatives has the opportunity to address these
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issues. “Gray zone” tactics, employed by China but also
by Russia and others, operate below the threshold of
open kinetic warfare but still threaten US national security.
This is a reality of the character of competition and con-
flict in the 21st century. America is just starting to awaken
to this reality and challenge traditional conceptions of the
spectrum of war. Remedies will require a societal-level
response that actively fuse operational savvy with eco-
nomic and business acumen. They will also require author-
ities to swiftly decide and act on, or elevate threats and
vulnerabilities for action, at appropriate levels across the
US government and industry.

According to Special Warfare:?

“Gray zone security challenges, which are competitive
interactions among and within state and non-state
actors that fall between the traditional war and peace
duality, are characterized by the ambiguity about the
nature of the conflict, opacity of the parties involved,
or uncertainty about the relevant policy and legal
frameworks.”

Gray zone warfare is thus a way to weaken a rival nation’s
position outside the realm of conventional armed conflict
and can be used to allow a competitor nation to achieve its

Z ////

—
—
e

—_—
—_—

|

—_—
—_—

I

© 2023, Potomac Institute for Policy Studies 45
s
\\

\
a—



STEPS 2023, Issue 8

political goals. The ancient Chinese military philosophy of
Sun Tzu articulated its practices and tactics. The People’s
Republic of China uses gray zone tactics to pursue the geo-
political goals of the Chinese Communist Party (CCP). Rus-
sia is also well-practiced in gray zone tactics.

Gray zone tactics are delineated in China’s People’s Liber-
ation Army (PLA) doctrine of “Unrestricted Warfare.” The
PLA emphasize combining all elements of national power
to achieve national objectives, with tactics that reportedly
include: “military intimidation, paramilitary activities [mar-
itime militia and maritime law enforcement over disputed
territories breaking norms of good seamanship], co-opting
of state-affiliated businesses, manipulation of borders...
lawfare and diplomacy, and economic coercion, and stra-
tegic investments in, and venture capital funding of, cut-
ting-edge technology companies.”" Gray zone economic
activities are also referred to as predatory or asymmetric
economics, adversarial investment, or as adversarial eco-
nomics. They are designated in this paper as “economic
warfare.”

Ultimately, China and Russia have each been openly
accused of destabilizing and diminishing the vitality of the
US economy by using gray zone operations. Both have
sought influence and advantage using adversarial econom-
ics. The defense industrial base has been a consistent tar-
get, through IP theft, infiltration of supply chains, and other
gray zone activities.'?

To ensure America’s security and continued prosperity, the
US government needs a coherent operational framework to
identify, monitor, prioritize, and coordinate (across US gov-
ernment and DOD entities) the mitigation of vulnerabilities
to the industrial base. To accomplish this, trust and agil-
ity must be central to working relationships between the
public and private sectors. Concurrently, the government’s
acquisition vehicles and practices must evolve to address
contemporary competitive challenges at a relevant pace.

Economic Warfare

Beginning in 1953, China has used a series of “Five-Year
Plans” to set strategic goals, focus government work, and
guide the activities of market and non-market entities
in China.” In 2021, China started on its fourteenth Five-
Year-Plan, which set an ambitious agenda to “promote

high-quality development in all aspects, including the
economy, environment, and people’s livelihood and well-
being, and realize the rise of China’s economy in the global
industrial chain and value chain.”™ To that end, the CCP
has employed adversarial economic activities to undermine
US economic and technological advantages to pursue its
own strategic objectives on the global stage.’™

China’s grand strategy of economic warfare is enhanced by
state ownership of industries and businesses. State-owned
enterprises (SOEs) receive significant investments from
their owners (the Chinese government), allowing them to
invest with less risk than that which investors in private com-
mercial companies experience. In contrast, US businesses
rarely receive government subsidies in the way and extent
that Chinese SOEs receive government funding.

China also uses their own venture capital’ funding to
access innovative technologies in free-market economies.
The Chinese government gains access to technologies
(especially by investing in small and medium size Western
enterprises) and then shares those technologies with their
SOEs. China's venture capitalists have been monitoring
innovation hubs like Silicon Valley for investment opportu-
nities in early-stage startups in fields deemed essential to
its future military dominance (Al, Fintech, etc.).'8

Coercive loss of intellectual property (IP) can occur when a
US company “partners” with a foreign company for “mutual
benefit” in a joint venture or major stock purchase.' China,
for example, can require a partnership for access to its mar-
ket.?’ IP-intensive industries account for over 45 million US
jobs and the loss of IP erodes US technological suprem-
acy, the cornerstone of its economic prosperity and miliary
hegemony since World War Il.

Intellectual property theft by China is said to cost the
US between $225 billion and $600 billion annually.?’
Malintended foreign direct investment and the use of cyber
espionage to steal IP from US companies has resulted in the
proliferation of technologies and capabilities once exclusive
to the US military.?2 Chinese IP theft has allowed the PLA to
fill gaps in its research programs, shortening R&D timelines
for fielding advanced military platforms and identifying vul-
nerabilities in US systems to develop countermeasures.?*?
It also allows China to bolster its own economy, cornering
advantage in competition with the US.

46 © 2023, Potomac Institute for Policy Studies
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Current Efforts to Combat Asymmetric Economic
Activities?

While the US has laws to protect companies from preda-
tory foreign direct investment (FDI), loopholes always exist
in a proper free-market economy. The Committee on For-
eign Investment in the United States (CFIUS) is supposed
to prevent threats to national security from FDI in US busi-
nesses. The Foreign Investment Risk Review Modernization
Act (FIRRMA), passed in 2018, attempted to provide more
authority, scope, and latitude to CFIUS. However, CFIUS
reported to Congress in 2022 that it only reviewed a “small
percentage of the total number of... foreign direct invest-
ment flows into the United States”?* Given the scale and
adaptability of investments throughout the US economy,
the challenge to CFIUS is simply too great.

To counter asymmetric economic threats, including threats
to national security, a different approach is needed. The
2022 NSS talks of an "integrated defense,” calling for the
use of all instruments of national power to address subver-
sive gray zone activities and other contemporary threats.?

The CHIPS and Science Act in August 2022 represents an
effort to combat economic threats in the microelectronics
and high technology fields. The law allots tens of billions
of taxpayer dollars to invest across industry, government,
and academia for R&D, manufacturing, and workforce
development critical to gaining (or recovering) an eco-
nomic and security posture for the United States, in par-
ticular in semiconductor manufacturing.?’

The Office of Strategic Capital (OSC) was established in
December 2022 within DOD's Office of the Undersecretary
for Research and Engineering. The OSC is a turning point
for DOD in publicly recognizing the need to counter the
gray zone economic threats. Their mission is to “develop,
integrate, and implement proven partnered capital strat-
egies to shape and scale investment in critical technolo-
gies.” Criticality, here, would refer to military needs.

At least two dozen other US government and nongov-
ernmental organizations, including the FBI, and the Trea-
sury, Commerce, and Defense Departments, have ini-
tiatives focused specifically on countering adversarial

economics. However, these efforts are too disparate and
tactically-focused to adequately address or deter the
comprehensive gray zone strategies currently deployed
against the United States. No single US entity, public
or private, is calling the shots overall (let alone has the
authority to do so) to counter adversarial economic chal-
lenges at the societal level. Subsequently, the govern-
ment needs an orchestrated operational approach.

An Operational Approach: The EWOC

What sort of organization could address a solution set
informed by the global economic, political, and security
environment?

Designated the Economic Warfare Operations Capability
(EWOC), the concept outlined in this section is a pro-
posed means by which the US government can operation-
ally address the threats and challenges posed by adver-
sarial economic activity.?® This capability is an imperative
if the US expects to remain operationally relevant on the
global stage. It is envisioned as agile and responsive to
the dynamics of the global economic, political, and secu-
rity environments to support the strategic posture of the
United States.

The overall mission of the EWOC is to ensure access to the
industrial base and supply chains critical to preserving oper-
ational advantage across the full spectrum of conflict, to
include economic warfare. As envisioned, the EWOC will
do so by building and leveraging enduring partnerships and
operational capacity across the interagency and industry.

The EWOC will bring disparate efforts together, prioritized
and orchestrated under one umbrella—a scalable opera-
tional approach for decision and action.

The EWOC approach operationalizes the concept of “inte-
grated deterrence” (a key principle of the 2022 National
Defense Strategy), providing coordination with the private
sector, as well as with vetted allies and partners, to address
economic threats across domains and instruments of
national power. The EWOC will help deter kinetic conflict
with adversaries by virtue of using economic dependencies
as a lever of national power, i.e., economic statecraft.

© 2023, Potomac Institute for Policy Studies 47
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The EWOC has three core mission areas that fuse inputs
from across the government, industry, and DOD:

Mission Area 1: Fused Observation and Analysis. Prioritize
and conduct observation and analysis of global markets,
the industrial base, and supply chains critical to the US
government.

Mission Area 2: Industry—Government Partnerships. Shep-

herd enduring, agile partnerships between industry and

the government.

Mission Area 3: Integration and Orchestration for Opera-
tions: Decide, Act, Elevate. Provide options to decide and
act or elevate action to address threats and risks.

The synchronization of the EWOC's three mission areas is
key to addressing the primary challenge: Assurance the
US government has enduring, secure access to the indus-
trial products and supply chains vital for success across
the spectrum of conflict while maintaining competitive
advantage.

The diagram and following section describe each mission
area in greater detail, to include explanations of how they
work together.

Operations across the spectrum of conflict for mission assurance every day

Assured access to
supply chains and

industry critical to
Enduring Competitive
Advantage
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Mission Area 1: Fused Observation and
Analysis—Identifying Concerning Global
Trends, Threats, Actors, and Vulnerabilities

Mission Area 1 of the EWOC provides prioritized market
intelligence and analysis for decisive operational action. The
EWOC will have a dedicated workforce deeply steeped in
both business intelligence and military operations, tasked
to understand risks and vulnerabilities in supply chain net-
works impacting the US government.

Mission success will require continuous deep knowledge
of global economic trends, investments, and markets and
the identification of innovation and technologies vital to
national security and US economic wellbeing. Intelligence
will be collected from open sources, government sources,
and businesses that develop their own intelligence in their
respective market sectors.

Currently, information relevant to the problem set is
scattered across the private sector, trade publica-
tions and associations, various areas of the exec-
utive branch and military services, and the intel-
ligence community. Often, the government's
awareness of useful information is limited
and intelligence fusion capabilities are lack-

ing that could provide comprehensive ana-
lytical products to inform decision mak-

ers. Therefore, an overarching role of the
EWOC is to fuse disparate intelligence
analyses together to provide priori-

tized, actionable options.

The EWOC will help identify sectors
worth protecting and the nodes of
influence. Analysis of the resulting
network will provide critical points of
vulnerability and risks in supply chains,
driving further focused intelligence
collection, sharing, and fusion among
industry and government stakeholders.

Image credit: Alex Taliesen

Academia

The key to EWOC's Mission Area 1 is development of a
workforce with expertise in researching, analyzing, and
using economic market-based intelligence. The workforce
would include experience across the financial services, intel-
ligence, and operational national security realms. Expertise
would be required in international finance and business,
and global logistics coupled with national security savvy.
Operators must be able to identify and understand risks
and vulnerabilities in supply chain networks impacting US
interests and readily leverage a deep knowledge of global
economic trends, investments, markets, innovations, and
technologies vital to national security and enduring com-
petitive advantage.

Business
Intel
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Mission Area 2: Industry-Government
Partnerships—Building Trusted, Mutually
Beneficial Enduring Partnerships at Home and
Abroad Using Transparent, Flexible Procurement

Mission Area 2 of the EWOC is focused on develop-
ing and harnessing mutually beneficial relationships
between the government and industry. It provides a vir-
tual collaborative platform for consistent engagement
between the two—domestically and with allies and part-
ners—rendering enduring partnerships built on counter-
ing common gray zone economic threats. This mission
area is fueled by assuring that businesses are properly

OUSD(A&S)

incentivized and sufficiently equipped to identify and
share information about economic threats for assistance
from the US government.

Fusing the efforts of extant organizations, the EWOC will
help orchestrate a cohort of invested parties from within
the government and across industry to establish a dis-
tributed public-private partnership. It aims to transcend
transaction-focused relationships through the sharing of
information to benefit economic sectors while also pre-
serving individual industry’s competitive advantages over
their competitors. In many cases, the EWOC will fuse
products from multiple anonymized entities to inform
operational decisions for action against adversarial eco-
nomic activities. The partnerships will enable businesses
to succeed in their endeavors, while also serving national
interests in providing for common defense and security, to
include economic security.

The trust established by collaborating to counter adver-
sarial economic activities will strengthen relation-
ships. Industry can be incentivized to participate
through more transparent and flexible acqui-
sitions practices, sharing of business intelli-
gence, and broader access to government
needs and resources.

The EWOC's role is to serve as an infor-
mation clearinghouse between the
government and industry. The EWOC

should be the venue for sharing
information on emerging economic
threats so nefarious actors or sus-
picious activity may be identified,
deterred, and countered with deci-
sive action. Participants would gain
market and industry insights unavail-
able elsewhere. The outcome will be
a protected and strengthened indus-
trial base critical to national interests
while addressing the pace and charac-
ter of security challenges of the global
competitive environment.

Image credit: Alex Taliesen
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Mission Area 3: Integration and Orchestration
for Operations: Decide, Act, Elevate—
Employing a Scalable Arsenal of Economic
Effects With Agility, Speed, and Effectiveness

Mission Area 3 of the EWOC is the operational arm. It will
develop and recommend actions from an arsenal of eco-
nomic levers to act on the market intelligence and fused
analysis from Mission Area 1, in concert with the partner-
ships established by Mission Area 2. Actions may be rec-
ommended to the executive branch, to be orchestrated
by departments and agencies at the direction of the chief
executive (the president), or National Security Council, or
the legislative branch through proposed legislation. The
EWOC itself might have limited operational authorities by
virtue of association with interagency stakeholders. With
integrated information, integrated deterrence is possible.
Effects will be used to address threats with agility, speed,
and impact, ultimately assuring competitive and decision
advantage across the spectrum of conflict—from compe-
tition to crisis.
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The US government currently employs various levers
to identify, analyze, and address mission critical indus-
try and supply chain vulnerabilities. Trade controls are
typical capabilities employed in this domain. However,
no agency currently takes an orchestrated operational
approach to their employment, bringing disparate efforts
together for decision and action. Identifying an arse-
nal of gray zone economic levers will enable an opera-
tional decision framework to be developed. The frame-
work would include guidance on when to make decisions
based on analysis of threats, when and how to act upon
threats, and when to elevate actions to higher levels of
authority for further actions. The arsenal would include a
suite of effects to create specific desired outcomes in both
defensive and offensive operations.

Defensive measures might be designed to protect compa-
nies from malign foreign influence. Defensive operations
include changes to policy, regulations, and procedures that
make it easier for industry partners to work with the US gov-
ernment, as opposed to working with entities beholden to
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rival governments. They might involve reducing hurdles for
companies to accept US government funding (as with the
DoD’s OSC). It could also be manifested in the creation of
tax incentives for US companies to remain in the US or it
could facilitate the availability of services that enable small
companies to better compete.

Offensive operations generally involve asymmetric effects
that negatively impact an adversary’s global economic
enterprise. For example, introducing capital investments in
an alternative to rare earth elements (REEs) could disrupt
China’s dominant share of the world’s processing capability,
(which they exploit to threaten supply chains.

Summary

Development and employment of a scalable arsenal of
economic effects that leverage market intelligence and
analysis, as well as government-industry partnerships,
will support the new reality of national security. Fusion of
these elements provides a means for government lead-
ers to decide to act on looming threats in a deliberately
orchestrated, operational manner. The US needs an effec-
tive whole-of-government approach to countering adver-
sarial economic activity across domains and instruments of
national power.

National interests are vulnerable to unchecked adversar-
ial economic activities. While there are efforts underway to

identify and analyze those threats, such information is not
prioritized, fused, and orchestrated across the entirety of
the government for decision and action. When an action
is taken it is usually at the tactical level, disconnected from
a broader strategy and from industry partners. Here, we
have outlined the concept of an Economic Warfare Opera-
tions Capability, an EWOC, to provide a unique but mutu-
ally beneficial opportunity for industry and government to
strengthen their relationships and work together with part-
ners to counter threats and serve the common good.

Development and fielding of an EWOC-type capability will
help preserve the ability of the US government to carry out
its core missions at the most basic level—by securing the
industrial base and supply chains they depend upon—while
providing the opportunity to build enduring partnerships
and operational capability to assure competitive advantage
on the global stage.
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