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A MICROELECTRONIC
"CANARY IN A COAL MINE"

A Call to a New Approach
for National Security

Honorable Alan R. Shaffer

Introduction

The United States no longer has the manufacturing
capability or access to materials needed for contin-

ued economic growth and prosperity for our people.

The United States is entering a period of increased
national security risk due to lack of access to spe-

cific goods and products. One specific industrial
sector—microelectronics—is emblematic of the issue.

A similar argument could be posed concerning other
sectors, like pharmaceuticals and certain raw miner-

als. But technologies that underpin the development

of microelectronics, to include transistors, comput-

ers, digital programming, and others,' were trans-
formative technologies in which the United States
dominated throughout the 20* century. The United

States was able to both develop and manufacture
products that sprang from them, and to dominate

in microelectronics design and manufacture. As the

global economy became more entrenched in the 21t
century, manufacture and accessibility moved from

the United States to other nations. This has led to a
situation where both economic and national security

is vulnerable due to supply chains that extend to

global competitors. Using the semiconductor industry o
as the example of where supply chains have created ®
vulnerabilities, we call for a new approach to national -
security by ensuring that critical industries can pro-

vide assured access. -

This article was originally published online, April 12, 2021. ——
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Background

In the 2020 assessment of the state of the semiconduc-
tor industry, the Semiconductor Industry Association (SIA)
paints a positive picture,” touting that the United States
had 47% of the 2019 global market. But the SIA assessment
included signs of concern—the year-over-year global market
in semiconductors declined from $468B in 2018 to $412B in
2019. Further, Asia accounts for roughly 80% of the phys-
ical semiconductor manufacturing. Then came the global
COVID pandemic, which highlighted another impact—one
that leaves the United States and US allies dependent upon
potentially adversarial nations for critical goods. The pan-
demic highlighted the fragility of the international supply
chain and this fragility’s impact on national and economic
security. For example, given the importance of pharma-
ceuticals during the pandemic, it became apparent that
the United States is dependent on China for over 70% of
active pharmaceutical ingredients, according to a Forbes
magazine article.?

In the same article, Kenneth Rapoza quotes members of the
Alliance for Manufacturing Foresight (MForsight) stating:
“China’s ‘Made in China 2025’ plan, which includes plans to
expand in areas such as blockchain technology, artificial intel-
ligence, robotics, semiconductor and chip making technol-
ogy, along with biotech, should have the same effect on the
US government as Russia sending a man into space [emphasis
added].”* COVID only shined a light on practices that were
already well underway; China and other Asian countries use
subsidies and other incentives to monopolize or dominate a
market sector. In so doing, domestic manufacturers (in the
United States and other Western nations) become uncompet-
itive; they transfer manufacturing to Asia or exit the industry
all together—to the detriment of US national and economic
security. This transfer of domestic manufacturing leaves the
United States dependent and vulnerable. The situation is
most extreme in the microelectronics industry.

Data is the New Qil—The Battle for Digital
Supremacy

Microelectronics are the bedrock of the Information Age.
Over the past several years, futurists have been using
the phrase “data is the new oil” when talking about the
foundation of the global economy.® Just as oil drove the

“"Designed by Apple in California.
Assembled in China.”

For the past decade the words
embossed on the back of iPhones
have served as shorthand for the

technological bargain between the
world’s two biggest economies:
America supplies the brains
and China the brawn.

“Not anymore. China’s world-class
tech giants, Alibaba and Tencent,
have market values of around
$500bn, rivalling Facebook’s. China
has the largest online-payments
market. Its equipment is being
exported across the world. It has
the fastest supercomputer. It is
building the world’s most lavish
quantum-computing research
centre. Its forthcoming satellite-
navigation system will compete
with America’s GPS by 2020.”

From The Economist “The Battle for
Digital Supremacy.” March 17, 2018.

Industrial Era, data is driving the Information Era. The
Information Era touches all walks of life from the consumer
to the warfighter, and national and economic infrastruc-
ture. From a systems engineering viewpoint, one collects
the raw information (sensors), stores the data (memory),
transports the data (communications), and processes the

10 © 2021, Potomac Institute for Policy Studies
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data (as in artificial intelligence). Then, the result is dis-
played for action or insight. Each of these phases is wholly
dependent on microelectronics. To be competitive in the
information age, one must have access to a plethora of
diverse microelectronics.® Literally, the world has entered
into the era of the “Battle for Digital Supremacy,” accord-
ing to the title of an Economist article.” The article begins
by making the case that China’s information technology
companies have evolved from manufacturing designs made
by more technologically advanced nations (primarily the
United States) to the present where Chinese companies
have achieved technological parity or beyond with the
West (United States and Europe).

If data is the new oil, digital supremacy is the foundation—
the nation or coalition that can better navigate the world of
data will have dramatic advantage in the consumer, military,
national and economic security, and political spheres, which
are the main components of national power.

Evolution of Microelectronics Manufacturing—
United States in Decline

From the earliest days of the microelectronics industry, the
United States has been the global semiconductor leader,
consistently accounting for 45% to 50% of global sales (i.e.,
purchases of microelectronics); even today, the market share
of sales is 47%. The spinoffs out of Fairchild Semiconductor
in the 1960s spawned the world’s microelectronics industry,
which created market-leading companies to include Intel,
AMD, Sun, CISCO, NVIDIA, and others. But now, report-
edly, the US share of the global semiconductor manufac-
turing capacity has fallen to 12% from 37% in 1990, and is
expected to fall further as only 6% of the new global capacity
is projected to be located in the United States.® A February
2021 letter from 21 semiconductor industry CEOs to the
President, citing these statistics, called for semiconductor
manufacturing incentives and for research grants.’?

These same data project that without such incentives, the
combination of China, South Korea, Japan, and Taiwan will
exceed 80% of the world manufacture market by 2030.
Moreover, they project that the compound average growth
rate for microelectronics manufacture in the United States
is roughly half of the rest of the world combined—the US
industrial manufacturing capacity will rapidly diminish to
a small fraction of the rest of the world.

We, thus, present the following three findings, which leads to
a serious conclusion for US national and economic security:

® The US market demand for finished microelec-
tronics products remains strong, at roughly half of
the world market.

e Over the last 30 years, the US manufacturing volume
has declined to about 10% of global share, com-
pared to 50% in Taiwan and China.

® Manufacturing growth in Asia (and the rest of the
world) is twice that of the United States (and Europe).

Therefore, an economic engine in microelectronics in the
United States is built on a supply chain that may or may
not be available to the United States, and the situation is
becoming more extreme. As we will see, this dynamic may
have affected the US economy in 2021.

To emphasize the finding that the United States is being
phased out as a producer of microelectronics—detrimental
to US access to these parts—please see Figure 1, which is
based on projections from VLS| Research of global semi-
conductor manufacturing capacity.

There are several sectors of the domestic (US) microelec-
tronics industry where there is even less capacity—notably
memory, integrated circuits, and packaging and test facilities
(which are called the Out-Sourced Test and Assembly, or
OSAT, sector). The United States retains about 85% of the
electronic design automation (EDA) tools sector, but only
has 12% of the logic and 4% of the memory manufacturing
markets.'® The OSAT sector is already controlled by China
and Taiwan, with less than 5% of the market in the United
States.” The OSAT global market in 2018 was reportedly
$27.7B, with all but one of the top ten OSAT companies (by
volume) headquartered in Taiwan, China, and Singapore.
Even when companies have offices or headquarters in the
United States, manufacturing factories are mostly located
overseas. Trade associations collect and sell detailed infor-
mation concerning market sizes and the sales volume of
OSAT firms worldwide,'> documenting the outsourcing of
packaging and testing of semiconductors to a relatively few
foreign facilities.

© 2021, Potomac Institute for Policy Studies 11
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Global manufacturing capacity by location (%)
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Figure 1. Growth in the US Installed Capacity has been Outpaced by Asian Countries.
Reproduced with permission from the Boston Consulting Group (BCG).”®

Said simply, the United States still has a dominant position
in EDA tools for circuit design, but then sends the design to
anon-US company to take the design to physical capability.
What is less understood is that manufacturing processes
and designs are just as critical, if not more, to producing
highly complex circuits. The United States is no longer driv-
ing production and has become reliant on other nations.

Loss of Manufacture and Protection of
Intellectual Property

Why does the fact that both manufacturing and package
and test are conducted offshore present a challenge? Many
would argue that this is just part of the global nature of the
business. The issue is a loss of intellectual property (IP),
which in turn, erodes the leading nation’s advantage.

We noted that the United States still is dominant in design
of high-end microelectronic systems and applications.
Unfortunately, the US-led design is outsourced for semi-
conductor manufacturing and for package and test. When
designs are shared with manufacturers and packaging

companies, they become much more vulnerable to IP theft.
According to a 2019 article in Fortune Magazine, one in
five US companies allege that they were a victim of IP theft
within the past year, and a 2018 US Trade Representative
report cited the estimated theft of US IP by China at $250-
600B per year."

In a 2017 article in The Economist magazine, the authors
wrote: “think of Chinese competition as having three
dimensions: illegal, intense, and unfair.”"® China and other
countries have shown a propensity to engage in IP theft
(the “illegal”), at enormous scale (the “intense”), leading
to a situation whereby the theft of IP leads to a reduction
in overhead cost that provides an advantage (the “unfair”).
Where this becomes critical is in the outsourcing of the
microelectronics manufacture and packaging and test,
which permits China—or any other nation that would
choose to engage in IP theft—to do so, and thus, reveal
the design of the devices. The export of US microelec-
tronic designs is a challenge to US national security. The
current structure will lead to a loss of US advantage in
short order.

12 © 2021, Potomac Institute for Policy Studies
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While it appears that there may be some movement to dimi-
nish theft, it is clear from China’s 14th five-year plan that the
People’s Republic is investing heavily in microelectronics,
to include design.® This five-year plan specifically discusses
major Chinese investment in microelectronics research and
development centers in other countries. We believe this
indicates continued willingness to advance China’s design
capabilities by any means possible.

Continuation of outsourcing of package and test to Asia
makes the Chinese job to advance indigenous design easier.
In other domains, China has clearly used predatory business
practices to bridge the innovation gap,”” and the outsourcing
of package and test makes this practice in the microelec-
tronics domain much easier. In essence, the outsourcing
of package and test risks relinquishing the US advantage
in design. And when design goes offshore, so does manu-
facturing, thereby directly impacting US national security.

Furthermore, outsourcing of package and test questions the
assurance and security of these parts. It is far too easy to
substitute counterfeit parts. This endangers critical national
security systems and consumer electronics, as well.

The Canary in the Coal Mine—Global Shortage
of Specific Microelectronics

The COVID pandemic has reduced the worldwide demand
for certain specialized chips (microcontrollers) needed for
automobiles, while the “work at home nature” expanded the
need for higher end communications and computer chips,
as detailed in a Washington Post article.’® Production shifts
were made by industrial partners in Asia, who did not take
into account potential North American and European mar-
kets. As the world worked through the change in demand for
specific chips, the microelectronics providers shifted focus
from specialized automotive microcontrollers. This supply
chain disruption is leading to a contraction in the number of
new vehicles in 2021 by 1.5 to 5 million automobiles (from a
base production in North America and Europe of 20 million
units in 2019). The estimated cost to the global economy
in 2021 is in excess of $60B."” The Washington Post article
cited Tom Caulfield, CEO of GlobalFoundaries as saying
“Ford, Volkswagen, BMW, Daimler-Benz, Fiat, Chrysler,
GM....every one of them became my new best friend.”?° Of
note, this shortage has not been reported by Hyundai, Kia,
and other Asian auto manufacturers.?' It is also interesting to
note that 70% of the specialized microcontroller chips come

from TSMC, in Taiwan. As the post-event analysis is done,
it will be important to verify if the supply chain disruption
occurred only in the West.

While this event may represent an unfortunate convergence of
events, it should be seen as the “canary in the coal mine event”
of the vulnerability of the West to a single-source, non-assured
supply. This incident may well be the early signal or wake up
call to a more serious problem for the United States.

Lack of domestic microelectronics production is a problem
in both national and economic security, for both govern-
ment and commercial sectors. As the United States exits
the manufacturing sector, it will not return soon, as a new
microelectronics fabrication facility costs anywhere from
$4B to $20B for a state-of-the-art facility (depending upon
function). Further, it takes four or more years to begin pro-
duction. For example, in 2020, TSMC proposed building
a new $12B fabrication facility in Arizona.?? Because of the
specialized nature of semiconductors, and the cost involved
with changing process lines, any disruption to the supply
chain could and will ripple through the industry.

Breadth of the Microelectronics Challenge—It is
Not Just Package and Test

The 2021 shortage of microcontroller chips is currently the
most visible manifestation of security challenges for the United
States in the microelectronics world. However, this supply
chain disruption did not occur as a result of outsourced pack-
age and test, but rather due to specialized logic chips largely
manufactured by TSMC. We noted earlier that over 95% of
package and test capacity resides in Asia. We also know that
roughly 80% of all memory devices come from foundries in
Korea, Japan, and Singapore.?® In fact, the current automo-
tive shortfall is in a sector where US manufacture capacity
is actually better relative to memory and package and test.
Therefore, we could expect similar or worse outcomes if we
lost assured access to other microelectronics components
where the United States no longer has a substantial market
share, such as memory.

National Security Challenges Due to Economic
Actions

So, what is the “concern”? What if a country decides to
use the relative imbalance in production capacity with the
United States as a political or economic lever?

© 2021, Potomac Institute for Policy Studies 13
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This has been done before; and the analogy is ironic. The
underlying foundation of the Industrial Era was oil. In 1973,
the Organization of the Petroleum Exporting Countries
(OPEC) ministers decided to restrict the production and dis-
tribution of oil to the West. At the time, the United States did
not produce as much oil as it consumed. In 1973, the United
States consumed 17.3M barrels per day (bpd), but only pro-
duced 11.4M bpd, so the imports of 6.26M bpd accounted
for 36% of the US consumption.?* When coupled with other
effects, like the decoupling of oil and gold (the end of the
Bretton Woods agreement) and the US support for Israel
in the Arab-Israeli war, the OPEC states restricted exports
to the United States and other net importing nations. The
result of the oil crisis was a four-fold increase in the cost of
oil and the recession of 1973-1975. Coming out of this shock
was hard; the US economy suffered from “stagflation” and
a weakened economy.

While this example is a simplification, during the 1973 oil
crisis, a small group of nations successfully controlled access
to the underlying economic foundation. This resulted in
an overamplified response in the West (to include North
America). The same political or economic levers could be
used on the United States or its allies with the microelec-
tronics industry if the United States and US allies don't revi-
talize the ability to meet manufactured demand. Actually,
the impact could be much worse than during the 1973 oil
crisis. OPEC is comprised of 13 member nations that con-
trol 44% of the global oil production and about 80% of the
known reserves; in the 1970s, the United States depended
on imports for only 36% of their energy needs. A micro-

electronics analogue to OPEC comprised of China, Taiwan,

and South Korea would account for much more that 44%
of the global microelectronics production, and the United
States is importing as much as 80% of the microelectron-
ics for US domestic use. The current demographic shift in
microelectronic manufacture capability leaves the United
States extremely vulnerable economically.

Simply stated, US and Western manufacture capacity cur-
rently does not meet the demand for microelectronics. If a
country needs something that they do not produce, there
is an inherent vulnerability. The United States is vulnerable.
In microelectronics, this vulnerability is getting more acute,
especially for national security. Further, the future economic
structure of the United States is dependent on a supply
of microelectronics outside of US control, which further
jeopardizes future access to state-of-the-art technological
capabilities. As seen with the “canary in the coal mine”
example of microelectronics and the automobile industry,
modern systems rely on access to the supply components
not made domestically.

Congress has taken note of this problem. A February 2021
report "Beat China: Targeted Decoupling and the Economic
Long War” released by Senator Tom Cotton (R-AR), points
out that subsidy (government incentives) provided to the
microelectronics industry by the US and Western European
nations is roughly one-half to one-third that of South Korea,
Taiwan, Singapore and China.?* Senator Schumer (D-NY)
has called on fellow lawmakers to craft a package of mea-
sures that “target investment in US manufacturing, science
and technology, supply chains and semiconductors...to
counter China’s rise...to strengthen the US tech sector,
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and [to] counter unfair practices.”? Senator Mark Warner
(D-VA) is the lead co-sponsor of the Democracy Technology
Leadership Act, which states “The People’s Republic of China
is pursuing a set of policies to achieve dominance in key
technologies...” and calls on an international partnership to
counter China’s practices.?’ In an interview, Senator Warner
stated, “This is the defining economic issue of our time,
there needs to be a sense of urgency... ."? On February 24,
2021, an Executive Order on “Securing America’s Critical
Supply Chains” explicitly directed a 100-day review of vulner-
abilities caused by supply chain weakness in four specific
industries: 1) active pharmaceutical ingredients; 2) critical
minerals; 3) large capacity batteries; and 4) semiconductors
and advanced packaging.

The challenge to the United States is becoming clearer with
every passing day. From the initial shift of manufacture to
Asia through the current “canary in the coal mine” event,
the challenge is seen as largely apolitical—continuation of
American economic, political, and national security strength
has a foundation in microelectronics—and needs to be
addressed today.

A Path Forward?

We have seen that there are national and economic secu-
rity vulnerabilities with respect to microelectronics. The
current economic playing field is not level—other coun-
tries, primarily in Asia, heavily incentivize their industries,
and force in-country manufacturing as a means of mar-
ket addressability leading to an unequal market balance.?
Without addressing the economic competitiveness of the

US microelectronics industry, a sustainable business model
will be challenging. It is, nonetheless, achievable.

This problem cannot be solved by either government or
industry alone. The solution must resolve the cost differential
between Asian firms and US-based companies. Discussions
with US-based microelectronics industry executives indicate
they can be competitive if the underlying cost structure is
within 10% equivalency as opposed to the current 20-30%
difference.® This paper will not explore solutions deeply but
will suggest some ideas that will need further elaboration.

The key point s that the scale and complexity of the problem
requires new vectors of attack, and likely a public-private
partnership for economic incentives coupled with a regu-
latory approach that restricts application of microelectron-
ics from certain non-allied sources. Standard government
approaches have not worked in the past; new and more
innovative approaches are likely required.

Policy Options

A Berry Amendment-like statute: USC 10 Section 2553a
is the law known as the Berry Amendment—a statute that
requires the Department of Defense to buy certain goods
from domestic sources. Effectively, the Department of
Defense must buy clothing, food, and some specialty met-
als from domestic sources. Development of a similar policy
to direct microelectronics used for national security to be
“Made in America” would provide incentives for domestic
industry. Note that this restriction would not be limited to
the Department of Defense (DoD), but rather, would cover all

15
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national security systems. In the past, when people thought
about directing vendors to use pedigree microelectronics
for national security systems, the proposers typically limited
themselves to defense systems. Defense systems comprise
about 2% of the total domestic market, and thus don't drive
production. In the information world, national security and
economic imperatives include the military and sectors of
critical national infrastructure, such as electric grids, sensi-
tive verticals (banking, medical, etc.), transportation, and the
national communications grid. Including all of these sectors
grows the demand to nearly 25% of the United States market
for microelectronics and is large enough to make a differ-
ence, affording a sizable and sustainable business model.

Enhanced Import Tariffs on Subsidized Goods: As dis-
cussed, most Asian nations subsidize their industry to
enhance the Asian vendor competitive posture. While not
illegal, it is not a practice available to domestic providers,
nor is it “fair.” Increasing tariffs on imported chips could
level the playing field. There are potential hazards to overall
US competitiveness, but these risks are costs for security.
While this does not, in and of itself, solve the problem of
assured and secure pedigree of parts, it would provide a
more level playing field for domestic producers.

Financial Options

Direct Company Subsidy: This option would be a direct
investment by the US government into vital companies that
are the most difficult to replicate. This could be done by
either a standard competitive “FAR” (Federal Acquisition
Regulation)-based solicitation or via a grant through some-
thing like the Defense Production Act. The previously cited
publication by the BCG and the SIA predicts that the US
market share will decline to 10% by 2030, despite building
9 new fabs.®" A $20B investment would increase the fabs
and market to 14 and 12%, while a $50B investment would
result in 19 new fabs and 14% of the global market. More
importantly, the investment could enhance the United States
as a state-of-the-art provider. Unfortunately, the model
presented here has been tried before, and would likely
require continued investment because it does not solve the
issue of volume and continued viability of the partner who
receives the grant. In the past, the DoD was never able to
increase purchase volumes to make the investment sustain-
ing. Whatever is done, there will need to be both financial
and policy incentives.

A mix of investment and loans: Suppose that, instead of
a direct procurement, the government entered as a part-
ner with industry. This is a more radical thought, because
it uses government capital executed through an industrial
company. As a partner, the US government may invest using
a combination of direct investment and government-backed
loans, such as are available from the Export-Import Bank
(EXIM) or some other entity. In addition, the government
can include procurements of capital equipment which can
be “loaned” to industry and written off. There are also
options with long-term commitments and regulatory sup-
port. Several ongoing studies are in the process of evaluating
additional financial models that focus on potential solutions
to either the Administration’s Build Back Better Plan or the
Congressional CHIPS for America Act® to enhance large-
scale domestic production, with the idea of incentivizing
private capital to co-invest.

Summary

As the world has moved into the era of data and infor-
mation technology, data has become the new oil. Data
systems and data processing are the key drivers of eco-
nomic growth and national security and rely heavily on
modern microelectronics. Without a secure and stable
microelectronics supply, both economic stability and
national security are vulnerable.

Currently, sources of microelectronics and their manufac-
ture are concentrated in Asia, and in particular in China,
which has caused the United States and many allied nations
to become reliant on limited or non-reliable sources. This
dependence has been increasing.

The causes of the concentration are myriad, but we have
argued that deliberate unfair policies underlie the resultant
dependence on China and certain Asian countries. These
causes include the use of intelligence services to access
Western IP at a massive scale, and heavy government sub-
sidies to support industries in the microelectronics sector.
China, in particular, continues to exercise predatory business
practices that put the US posture in microelectronics at risk.

The vulnerabilities include the potential loss of access,
at any time, whether deliberate or as a consequence of
geopolitical events, which can harm economic interests
or damage national security. As dependence increases,

16 © 2021, Potomac Institute for Policy Studies
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the United States becomes ever more vulnerable politi-
cally, economically, and militarily. This is a serious national
security issue.

Solution to the challenge will not be found in either classic
economic or government actions. Both policy and financial
factors could mitigate the national security challenge, but
addressing this will take a multi-prong approach involving
government, industry, and academia, with regulations and
incentives that over time will diminish US dependence.
Congress and the Administration have taken note of the
issue and have responded with multiple proposals attempt-
ing to strengthen the US microelectronics manufacturing
capacity and promote innovation.

However, the nation must respond strategically. The United
States did not get in this position quickly and getting out will
take time, focused investment, and careful policy consider-
ations. Microelectronics is but one sector—albeit critical—
in which vulnerabilities must be reduced. A strategic plan
to reassert US leadership in microelectronics, and success
in this critical endeavor, would serve as a model across all
sectors of critical importance to US economic and national
security. It is now time to act on this strategic issue.
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