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INTRODUCTION

The first Internet transmission occurred in the
United States of America (US) on 29, October
1969, as the result of a US government-fund-
ed research initiative led by the Department
of Defense’s Advanced Research Projects
Agency (ARPA). It was intended to change
the interaction between scientists and com-
puters and tie together a country-wide net so
that “people could use computers and data
anywhere, and could interact easily across
large distances.”’ ARPANET demonstrated
that packet switch networking was possible
and that it could also provide the President,
the military, and the national security appa-
ratus with an alternative and assured means
of communications, command, and control of
systems.Today, information communications
technologies (ICTs) and Internet-based ser-
vices are key drivers of US economic growth,
with 9 percent of total goods exports and 24.3
percent of total service exports as the result of
ICTs.2 The US is also a highly connected and
digitally dependent country with more than
87 percent Internet penetration. Despite this
high-level of connectivity, the US government
recognizes that a “digital divide” persists be-
tween urban and rural areas, and that closing
thatdivide and providing increased affordable,
high-speed broadband services to the “last
mile” can increase productivity and expand
economic opportunities.> The 2010 Federal
Communications Commission’s (FCC) “Con-
necting America: The National Broadband
Plan” laid out the US government'’s strategy
to provide 100 million homes with affordable
access to high-speed Internet by 2020.* Since
the launch of the plan approximately six years
ago, however, broadband uptake has not

increased as much as
forecasted. Given the
continuous proliferation
of digital devices and
rapid approach of the
Internet of Things (loT)
- both of which will re-
quire far more capacity —
the FCC turned its focus
toward increasing ICT
uptake through the use
of wireless spectrum.® In 2016, with a change
of strategy, the FCC auctioned more US gov-
ernment-owned spectrum rights with the goal
of easing congestion on wireless networks. The
FCC is now planning to lay the groundwork for
“fifth generation” (5G) wireless services and
applications substantially expanding available
spectrum and ultimately revolutionizing wire-
less infrastructure in the US.¢

US Internet
Penetration: 87.4%

The US government has largely taken a laissez-
fair approach to the ICT marketplace, as has
been the case in most other sectors, thereby
avoiding potential conflict of interest issues.
While the US Secretary of Commerce has pub-
licly articulated a "“Digital Economy Agenda”
that promotes a free and open Internet, trust
online, broadband access, and innovation, no
official national policy exists that concretely
outlines the US government’s digital agenda.’
However, three different policy initiatives
lay out the philosophy behind the US digital
economic agenda. First, the Department of
Commerce’s Commercial Data Privacy and
Innovation in the Internet Economy report —
also known as the Green Paper — contains a
renewed commitment to “reduce barriers to
digital commerce while strengthening pro-
tections for commercial data privacy, cyber-
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security, intellectual property, and the global
free flow of information.”® Second, the White
House Big Data: Seizing Opportunities and
Preserving Values report — also known as the
Podesta Report — discusses how new technol-
ogies, loT, and data aggregators are changing
the economy, the government, and society,
and argues that the government must consider
their implications for personal privacy.” Third, in
order to maintain a healthy economy via trade,
the US government pursued the Transatlantic
Trade and Investment Partnership (TTIP) and
the Trans Pacific Partnership (TPP), both of
which advocate for the free flow of goods, ser-
vices, data, and capital to boost the economy.
Both negotiations put ICT at the core of the
trading bloc's economic growth strategies. The
Office of the US Trade Representative (USTR)
pursues a multi-pronged mission: curb unfair
trade practices, eliminate barriers to digital
trade, and quell rising protectionism while at
the same time, seek to incorporate data pro-
tection/privacy measures, combat trade secret
theft, and promote cyber security cooperation
to ensure that the global economy continues
to run smoothly. As part of the TPP negotia-
tion, the USTR published The Digital 2 Dozen
report, which asserts that trade can promote
the digital economy through commerce with-
out borders — using a free and open Internet.™
These three initiatives loosely frame the US
digital agenda.

President Barack Obama has recognized, since
the beginning of his administration, that the
“cyber threat is one of the most serious eco-
nomic and national security challenges we face
as a nation.” It is estimated that cyber attacks
account for up to $300 billion (or over 1 per-
cent of the country’s GDP) in economic and

intellectual property (IP) losses a year in the
US and cost the average American corporation
more than $15 million annually.” Additional-
ly, consumers’ concerns about cyber security
are increasingly impacting the potential of
the digital economy. Recent research indi-
cates that privacy and security concerns have
prevented nearly half of US online users from
conducting financial transactions, engaging in
e-commerce, or posting on social networks.'?

Why? There have been three national security
breaches of unprecedented scale and scope
that have raised the common citizen’s aware-
ness of the threats associated with cyber in-
security. These incidents have threatened US
legitimacy as an impartial advocate for the
adoption of the technology while simultane-
ously negatively impacting the multi-national
ICT industries headquartered in the US and
further endangering the digital growth of the
country. First, Private Chelsea Manning illegally
copied hundreds of thousands of classified and
sensitive military and diplomatic documents
and provided them to WikiLeaks in 2010, re-
vealing US foreign policy priorities and under-
mining US public positions. Second, the leak
of classified National Security Agency (NSA)
programs, capabilities, and collection priorities
by Edward Snowden in 2013 caused the world
to question US intentions and motivations and
eroded trust in America, broadly. Lastly, the
penetration of the US government Office of
Personnel Management (OPM), which resulted
in the extraction of at least 24 million US gov-
ernment and contractor personnel records, ex-
posing the people who have the access to the
most sensitive data and are the current and fu-
ture policy makers. As a consequence of these
and many other cyber incidents of significance
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Diplomacy & Trade

across the country, in 2015, President Obama
declared that those “malicious cyber-enabled
activities [...] pose an unusual and extraordi-
nary threat to the national security, foreign pol-
icy, and economy of the United States.”"

While the policy and rhetoric suggests that the
US government is committed to enhancing the
cyber security posture of the country, it remains
challenged with following through and fully ex-
ecuting the programs and initiatives as outlined
in its national cyber security strategies and pol-
icies. US cyber risks included within the coun-
try’s national security imperatives are not always
weighted with the same importance or urgency
as the priorities in the country’s economic vi-
sion and initiatives. Additionally, there are a
cacophony of challenges that make it difficult
to discern these priorities, including: an aging
infrastructure that needs to be modernized with

National Strategy

Defense & Crisis
Response

appropriate security and resilience integrated at
all levels; connected enterprises experiencing a
rising rate of IP theft and even disruption of dig-
ital services; strained relationships between the
US government and its allies, and between the
US government and the innovation community
(Silicon Valley, Seattle, Boston, etc.); insufficient
workforce to keep pace with the demand for
security; outdated laws for an Internet age; a
myriad government agencies with some type
of cyber mission - often overlapping; and lack
of focused leadership.

The Cyber Readiness Index (CRI) 2.0 has been
employed to evaluate the US preparedness
levels for cyber risks. This analysis provides an
actionable blueprint for the US to better under-
stand its Internet-infrastructure dependencies
and vulnerabilities and assess its commitment
and maturity in closing the gap between its

Incident Response

L
E-Crime & Law s

Enforcement

nformation Sharing

United States Cyber Readiness Assessment (2016)
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current cyber security posture and the national
cyber capabilities needed to support its digital
future. A full assessment of the country’s cyber
security-related efforts and capabilities based
on the seven essential elements of the CRI 2.0
(national strategy, incident response, e-crime
and law enforcement, information sharing, in-
vestment in research and development (R&D),
diplomacy and trade, and defense and crisis
response) is provided in the Figure “United
States Cyber Readiness Assessment (2016)”
on page 4.

1. NATIONAL STRATEGY

The US has a well-documented history of ap-
plicable policy and law that provides a road-
map for national cyber security." The first
security and economic policy frameworks for
securing cyberspace emerged in 1998 and
were the result of Presidential Decision Direc-
tive (PDD) 63 on “Critical Infrastructure Pro-
tection” and the Department of Commerce’s
Green Paper."> PDD-63 was later updated and
codified in 2003 as the “National Strategy to
Secure Cyberspace” and the Homeland Secu-
rity Presidential Directive (HSPD) 7 on “Critical
Infrastructure ldentification, Prioritization, and
Protection,” both of which prioritized a cyber-

The US has a well-documented
history of policy and law
that provide a roadmap for
national cyber security.

space threat reduction program.’® That same
year, the Department of Homeland Security
(DHS) was created and tasked with coordinat-
ing a cross-agency response to national cyber
threats. In 2008, the Comprehensive National
Cybersecurity Initiative (CNCI) was codified in
the National Security Presidential Directive 54
and Homeland Security Presidential Directive
23 (NSPD-54/HSPD-23). The CNCI had three
major goals: establishing a front line defense
against today’s immediate threats; defend-
ing against the full spectrum of threats; and
strengthening the future cyber security environ-
ment."” It also contained a portfolio of funded
activities intended to provide the foundations
for an effective national cyber security posture.

In 2009, the White House released the Cy-
berspace Policy Review: Assuring a Trusted
and Resilient Information Communications
Infrastructure, that augmented the CNCI pro-
grams that were underway. It recommended
near-term priorities including: the clarification
of roles, responsibilities, and agency authori-
ties for cyber security across the federal gov-
ernment; the preparation of a cyber incident
response plan; the initiation of a national pub-
lic cyber awareness and education campaign;
the establishment of a framework for research
and development; and the appointment of a
National Cyber Security Coordinator answer-
ing directly to the President.' The Cyberspace
Policy Review provided a prioritized execution
plan with more than twenty-five recommenda-
tions to reduce risk and enhance resiliency.

Since then, the US government has continued
to release a number of supporting policies and
documents outlining plans and intentions for
cyber security. However, the cyber security
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policy priorities began to change based on
key events. A few years after the publication
of the Cyberspace Policy Review, the prior-
ities were defined in five areas reflecting the
new International Strategy for Cyberspace, as
well as the high-profile breach of the national
security establishment by Edward Snowden.
The five priorities were: protecting critical
infrastructure; securing federal networks; im-
proving incident reporting and response; en-
gaging internationally; and shaping the future
cyber security environment. These priorities
are reflected in national level policies. For
example, in February 2013, Executive Order
13636, entitled “Improving Critical Infrastruc-
ture Cybersecurity,” directed the Department
of Homeland Security to identify the critical
infrastructures at greatest risk — where a cyber
security incident could reasonably result in cat-
astrophic regional or national effects on public
health or safety, economic security, or national
security.” This policy took a combination of a
critical service, infrastructure, and company ap-
proach and identified scores of entities at risk
and in need of enhanced security. Presidential
Policy Directive 21 — “Critical Infrastructure
Security and Resilience” — was released at the
same time and clarified functional relationships
across the government to strengthen critical
infrastructure security and resilience.? In July
2016, Presidential Policy Directive 41 — “United
States Cyber Incident Coordination” - set forth
principles governing the federal government’s
response to any incident, whether involving
government or private sector entities.?’ Yet,
none of these policy documents fundamentally
identified a national competent authority for
cyber security and rather, kept US efforts in an
whole-of-government approach where a com-

bination of government officials are charged to
lead both the development of policy and crisis
response efforts.

In the wake of the OPM breach, the US govern-
ment’s priorities shifted again — looking more
inwardly at federal networks. The White House
released specific guidance for government
agencies to plan programs that: prioritize iden-
tification and protection of high value informa-
tion and assets; enable timely detection of and
rapid response to cyber incidents; ensure rapid
recovery from incidents when they occur and
accelerated adoption of lessons learned; re-
cruit and retain the most highly-qualified cyber
security workforce talent the federal govern-
ment can bring to bear; and promote efficient
and effective acquisition and deployment of
existing and emerging technology.?

This guidance was formalized in the 2015
“Cybersecurity Strategy and Implementation
Plan” (CSIP), which focused government ef-
forts toward securing their own networks and
data repositories. This plan sought to create
a forcing mechanism and cadence of tasks to
“shore-up” the weak posture of the federal
government in a defined time frame.?® Al-
though the plan listed over fifty actions for the
government to execute within an 18-month
window, it lacked sufficient oversight function
and therefore, many of the tasks contained in
this action plan were not executed. As a result,
in February 2016, the White House unveiled
another plan — “Cybersecurity National Ac-
tion Plan” (CNAP) — that highlighted two main
initiatives for enhancing cyber security. First,
it outlined the need to retire legacy informa-
tion technology systems and modernize the
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federal systems with more secure and resilient
hardware and software. Second, it directed the
federal departments and agencies to employ
Continuous Diagnostic Monitoring (CDM),
a program already required via statute, and
other managed security services to reduce the
government’s cyber insecurity. The plan also
called for the establishment of a White House
Chief Information Security Officer (CISO) to
oversee the security practice of federal agen-
cies and the overhaul of federal government'’s
computer systems. There was a substantial re-
quest for funding to support these initiatives,
however, the US Congress has yet to approve
the President’s request and is not expected to
do so until the next Administration.?*

The US has yet to define its cyber security
strategy or initiatives in the context of its eco-
nomic and innovation goals. There is very little
discussion on the opportunities and risks asso-
ciated with ICT modernization and the adop-
tion of loT. While there is a designated person
to coordinate federal government cyber se-
curity activities, in reality, multiple people are
responsible for coordinating, overseeing, and
managing cyber security within the US govern-
ment. These include the White House Cyber
Security Coordinator, the Federal CIO, the
Federal Chief Information Security Officer, the
US Trade Representative, and the President’s
Science Advisor and other members of the
President’s National Economic Council, Na-
tional Security Council, and Cabinet.
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2. INCIDENT RESPONSE

The US first recognized the need to develop
a national cyber incident response capability
in 1998 with the establishment of the Nation-
al Infrastructure Protection Center (NIPC) by
way of PDD-63. The NIPC was created out of
the Federal Bureau of Investigation (FBI) and
provided the principal means of facilitating
and coordinating the federal government's
response to an incident, mitigating attacks,
investigating threats, and monitoring recon-
stitution efforts. The NIPC’s mission was trans-
ferred to DHS in 2003 and today is part of the
National Cybersecurity and Communications
Integration Center (NCCIC). NCCIC serves as
the government'’s central location for coordi-
nation of cyber incident response across fed-
eral, state, local, territorial, international, and
private sector partners. It is responsible for
ensuring shared situational awareness and co-
ordinating cyber incident response, mitigation,
and recovery activities primarily for the protec-
tion of federal civilian agencies, with partners
in the private sector, civilian, law enforcement,
intelligence, defense communities, and inter-
national entities.?

In early 2000, Congress also created the first
government Computer Emergency Readiness
Team (CERT) — the Federal Computer Incident
Response Center (FedCIRC) — within the Gen-
eral Services Administration, to serve as a cen-
tralized hub of coordination and information
sharing between federal organizations.?¢ With
the creation of the DHS in 2003, the FedCIRC's
responsibilities were transferred to DHS, the
Center was renamed the “United States Com-
puter Emergency Readiness Team” (US-CERT),
and its mission was expanded. Today, NCCIC

The National Cybersecurity
and Communications
Integration Center (NCCIC) is
responsible for coordinating
cyber information sharing
and proactively managing
cyber risks to the nation.

is the competent authority responsible for
coordinating cyber information sharing and
proactively managing cyber risks to the nation.
US-CERT, now a component within NCCIC,
partners with private sector critical infrastruc-
ture owners and operators, academia, federal
agencies, Information Sharing and Analysis
Centers (ISACs), state and local partners, and
domestic and international organizations to
collect, triage, and respond to cyber incidents;
provide technical assistance to information
system operators; and disseminate timely and
actionable information regarding current and
potential security threats and vulnerabilities. In
addition, the National Protection and Programs
Directorate (NPPD) operates the National Cy-
bersecurity Protection System (NCPS), which
provides intrusion detection and prevention
capabilities to non-national security federal
departments and agencies.

The 2010 draft “National Cyber Incident Re-
sponse Plan” (NCIRP) was developed based
on the recognition that the 2008 DHS National
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Response Framework (NRF, later updated in
2013), did not include cyber incidents. The NRF
was recognized as providing the country with
a well-established process to deal with natural
disasters and other catastrophic incidents, to
include top-officials’ exercises for continuity
of government. As such, the NCIRP was es-
tablished with the goal of creating a strategic
framework for organizational roles, responsibili-
ties, and actions to prepare for, respond to, and
begin to coordinate recovery for a cyber inci-
dent of national significance.? It also sought to
tie various policies and doctrine together into
a single tailored, strategic, cyber-specific plan
designed to assist with operational execution,
planning, and preparedness activities, and to
guide short-term recovery efforts. However,
the NCIRP was developed with minimal private
sector participation and is still in draft form
after over six years. The “Cybersecurity Act of
2015" (CSA) directed DHS to align the NRF with
NCIRP, and assess the feasibility of producing a
risk-informed plan to address simultaneous cy-
ber incidents affecting critical infrastructures.?®

The July 2016 Presidential Policy Directive
41 — "United States Cyber Incident Coordi-
nation” — set forth principles governing the
federal government’s response to any inci-
dent, whether involving government or private
sector entities.? It also clarified which federal
agency would take responsibility for the threat
response and for helping victims recover along
three fronts. First, the FBI-led National Cyber
Investigative Joint Task Force (NCIJTF) will take
the lead on immediate threat response as it is
often not known who the actor is. Second, the
DHS NCCIC will take the lead on coordinating
help for victims and hunting for adversaries on
the networks. Third, the Director of National

Intelligence’s Cyber Threat Intelligence Inte-
gration Center (CTIIC) will be the federal lead-
ing agency for intelligence support and related
activities and will coordinate identifying strat-
egies on combating and deterring the threat.
While clarifying responsibilities for victim assis-
tance is important, there simply is not enough
capacity to respond to the growing number of
incidents and requests for help.

In addition to combating real-world threats,
the US conducts regular domestic and inter-
national cyber security exercises to test its
operational incident response capabilities
while also simulating cooperation between
countries. The biannual Cyber Storm exercises
(sponsored by the DHS), for instance, seeks to
strengthen cyber preparedness in the country’s
public and private sectors.*® The 2016 Cyber
Storm included 16 states, 11 countries, and 14
federal agencies. Moreover, the Department of
Energy (DOE) leads preparedness exercises at
the local, state, and national levels, including
a North American Electric Reliability Corpora-
tion's Grid Exercise (GridEx). The November
2015 GridEx was the largest electricity sector

The US conducts regular
domestic and international
cyber security exercises to
test its operational incident
response capabilities while
also simulating cooperation

between countries.
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crisis response exercise ever carried out, and
involved more than 350 government and indus-
try organizations and over 4,500 participants,
all of whom played a role in testing and shaping
the national response plan.’' Additional cyber
security-related workshops and exercises have
been carried out by the Treasury Department in
collaboration with the Financial Services Sector
Coordinating Council to simulate cyber inci-
dents and identify key challenges for effective
public-private response. These exercises have
been ongoing since 9/11 with major financial
institutions in various geographies. The US
also participates in regional cyber crisis man-
agement exercises planned by the European
Defense Agency (EDA) and the North Atlantic
Treaty Organization (NATO) with the goal of
strengthening cyber incident response capac-
ity among member states and understanding
cross-border dependencies.*

Finally, the Office of the Director of National
Intelligence (ODNI) issues an annual World-
wide Threat Assessment® to Congress, which
has consistently highlighted cyber threats as
the top threat to the nation for the last four
years. The National Intelligence Council
(NIC) periodically publishes a Global Trends
Report — usually following the US presidential
election — that describes threats due to cyber
insecurity. Other US government departments
and agencies, such as the Department of De-
fense (DoD), DHS, US-CERT, and the National
Cyber Awareness System (NCAS), publish
more narrowly-focused, sector-specific cyber
threat assessments.

3. E-CRIME AND LAW
ENFORCEMENT

The US government recognizes the severity
and impact of cyber crime on both the public
and private sectors, and has undertaken various
efforts to combat these types of cyber threats.

The US has been promoting
international harmonization
of substantive and procedural
cyber crime laws since
ratifying the Council of
Europe Convention on
Cybercrime in 2006.

To address crimes that take advantage of the
free flow of goods, services, data, and capital
over and through the Internet, in 2006, the US
became the 16th nation to ratify the Council
of Europe Convention on Cybercrime (also
known as the Budapest Convention). Since
the Budapest Convention went into force in
2007, the US has been promoting international
harmonization of substantive and procedural
cyber crime laws in line with the Convention
by creating an informal channel for data pres-
ervation and information sharing through the
Group of Seven (G-7) 24/7 network of contact
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points, and by promoting donor partnerships
to assist developing nations.** Moreover, US
law enforcement agencies regularly work with
a wide range of partner countries to apprehend
and extradite cyber criminals for prosecution in
the US or a third-party country.

The 2009 Cyberspace Policy Review identified
more than 80 laws that needed to be updat-
ed for the Internet and digital age. At least 20
were prioritized as essential for government
missions and for ensuring private sector infor-
mation and security needs. Since 2009, each
Congressional session has introduced scores
of cyber security legislation, yet only a small
number received bipartisan support and have
become law. One such law was the “Cyberse-
curity Act of 2015” (CSA), which was embed-
ded within the Consolidated Appropriations
Act of 2016. The CSA established a process
for the government to share cyber threat infor-
mation with businesses that voluntarily agree
to participate in the program.*® Components
of this law were necessary to reinforce a 2014
Department of Justice (DoJ) and Federal Trade
Commission (FTC) policy that stated cyber se-
curity information could be shared with com-
petitors without violating antitrust laws.** Rec-
ognizing that the DoJ/FTC memorandum may
not relieve all anti-trust concerns (e.g., market
collusion), CSA included a liability protection
provision for some types of cyber security in-
formation sharing. There is still a deep docket
of laws that need revision in the US to enable
law enforcement and the broad security com-
munity to protect the country and work with
other countries to reduce criminal activity.

In June 2016, two influential Democratic and
Republican senators announced the creation
of a bipartisan “Senate Cyber Caucus,” that
will serve as a platform to address cyber securi-
ty issues in a holistic manner and keep senators
and their staffs informed on major cyber-relat-
ed policy and legal matters. Among the key
aspects that the new caucus will focus on are
the impacts of cyber crime on national secu-
rity and the economy, and ways to keep crim-
inals from exploiting technologies to escape
justice.¥ The US House of Representatives
employed a similar but partisan mechanism in
2011, when the Republican leadership formed
a task force that examined cyber security issues
across all committee jurisdictions. This task
force identified at least 16 laws that needed
reform and published a comprehensive series
of recommendations.®

As far back as 2008 — as part of the CNCI - for-
mer President George W. Bush asserted that
the DoJ and FBI “lead the national effort to
investigate and prosecute cybercrime.” In that
role, the FBI-led National Cyber Investigative
Joint Task Force (NCIJTF) was established and
continues to serve as the national focal point for
coordinating cyber threat investigations. In its
role as a headquarters-level inter-agency task
force, the NCIJTF enhances collaboration and
integrates operations among the represented
US intelligence community and federal law en-
forcement partners against: cyber terrorists ex-
ploiting vulnerabilities in critical infrastructure
control systems; nation-state theft of intellectu-
al property and trade secrets; financially-moti-
vated criminals stealing money or identities or
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committing cyber extortion; hacktivists illegally
targeting businesses and government services;
and insiders conducting theft and sabotage.
In February 2016, the DoJ, including the FBI
increased funding for cyber security-related
activities by more than 23 percent to improve
their capabilities to identify, disrupt, and ap-
prehend malicious cyber actors.**

The FBI also has a dedicated Cyber Division
(CyD) that works through the NCIJTF and
coordinates specially trained cyber squads at
the 56 field offices across the US. The offices
are staffed with both agents and analysts that
investigate computer intrusions, theft of in-
tellectual property and personal information,
child pornography and exploitation, and on-
line fraud. Many investigations have led to the
take-down of botnet operations, the prosecu-
tion of international crime rings, and analysis
of emerging trends in malicious software. The
CyD also engages regularly with internation-
al partners through a variety of mechanisms,
including: a Legal and Cyber Assistant Legal
Attaché programs; a newly formed Internation-
al Cyber Crime Coordination Cell at FBI CyD
headquarters; an International internship held
at the National Cyber-Forensics and Training
Alliance (NCFTA) in Pittsburgh; bilateral or
multilateral investigations; and embedded
positions at the international cyber centers at
Interpol and Europol.

The US Secret Service also has a specific mis-
sion to investigate electronic and financial
crimes. The Secret Service maintains Electronic
Crimes Task Forces domestically and interna-
tionally that focus on identifying and locating

international cyber criminals connected to cy-
ber intrusions, bank fraud, data breaches, and
other computer-related crimes. The Secret Ser-
vice's Cyber Intelligence Section has directly
contributed to the arrest of transnational cyber
criminals responsible for the theft of hundreds
of millions of credit card numbers and the loss
of approximately $600 million from financial
and retail institutions.®® Moreover, the Secret
Service runs a National Computer Forensic
Institute, which provides law enforcement offi-
cers, prosecutors, and judges with cyber train-
ing and information to combat cyber crime.*!

Non-traditional law enforcement governmen-
tal bodies have also been involved in com-
bating cyber crime. For example, in 2013, the
Federal Communications Commission (FCC)
established a voluntary botnet remediation
initiative. While the initiative — modeled after
Australia’s Voluntary Code of Conduct - has
had different levels of success based upon the
varying degree of participation, the initiative is
meant to facilitate Internet Service Providers’
(ISPs) awareness of the “Code Barriers Guide”
and encourage them to use it and the “Botnet
Metrics Guide"” as resources in planning and
evaluating their botnet remediation efforts.*?
The initiative includes pilot studies to gather
trends and lessons learned from bot mitigation
activities and collects metrics on bot remedia-
tion efforts. The challenge remains that the US
has, by far, the highest number of bot-infected
computers of any country in the world.*® It also
has the largest number of command-and-con-
trol servers — the entities that direct and control
the botnet infections.** The high rate of infec-
tion enables illicit and illegal activities, thus
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calling into question some of the US commit-
ments toward ensuring that criminal activity is
not emanating from its territory and facilitating
transnational crime.

The US is an active partner in international law
enforcement efforts. The FBI CyD established
permanent Cyber Assistant Legal Attaché
(ALAT) positions in London, Canberra, Ottawa,
The Hague, Bucharest, Kiev, Tallinn, and other
temporary locations have been established
in Tokyo, Stockholm, Tel Aviv, Prague, and
Brasilia. Cyber ALATs have also been placed on
long-term assignments in Brussels, Sofia, Paris,
Seoul, Berlin/Frankfurt, Rome, and Belgrade.*
Cyber ALATs are embedded with foreign host
nation law enforcement or intelligence agen-
cies for the purpose of facilitating information
sharing, increasing cooperation on investiga-
tions, and improving relationships with foreign
partners. This collaboration and these partner-
ships are planned to be further expanded in
coming years.

The Department of State (DoS), in partner-
ship with DoJ and DHS, also coordinates ef-
forts against transnational cyber crime. The
DoS Transnational Organized Crime Rewards
Program, for instance, directly supports law
enforcement efforts to bring cyber criminals
to justice by offering rewards for information
leading to the arrest or conviction of suspected
members and leaders of Internet-based crimi-
nal organizations.*

Despite various existing programs to train
lawyers in cyber law and other initiatives de-
voted to cyber crime, there are continued calls

The FBI Cyber Division has
established new permanent
Cyber Assistant Legal
Attaché positions in London,
Canberra, Ottawa, The Hague,
Bucharest, Kyiv, and Tallinn.

among numerous US government officials that
the number of law enforcement professionals
with the requisite subject-matter expertise to
prosecute cyber crime is still lacking. Progress
has stalled for a number of programs and en-
deavors. The recent piece of proposed legisla-
tion, entitled “Strengthening State and Local
Cyber Crime Fighting Act” — if passed into
law — would authorize the National Computer
Forensics Institute to train state and local law
enforcement officers, prosecutors, and judges
on how to investigate cyber electronic crimes,
conduct computer and mobile device forensic
examinations, and respond to network intru-
sion investigations. The proposed legislation,
however, has not received bipartisan support
and will not likely progress in this Congress.
As programs fail to receive authorization and
funding, and new laws have not been created
or updated, capacity building efforts will re-
main stagnant.*’
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4. INFORMATION SHARING

The importance of information sharing
emerged in the late 1990s and was codified
in PDD-63. This policy directive recognized
that, in order to protect critical infrastructures,
an information sharing exchange had to be
established and called for the creation of Infor-
mation Sharing and Analysis Centers (ISACs).
PDD-63 asked each critical infrastructure sector
to establish sector-specific information sharing
about threats and vulnerabilities to that sector.
While not all critical infrastructures have ISACs,
those that do can benefit from the operational
services provided. In particular, the Financial
Services Information Sharing and Analysis
Center (FS-ISAC) helps facilitate the detection,
prevention, and response to cyber incidents
and fraud activity.”® It has been credited with
building strong ties with financial service pro-
viders, commercial security firms; federal/na-
tional, state, and local government agencies;
law enforcement; and other trusted entities to
provide reliable and timely cyber threat alerts
and other critical information to member firms
worldwide. As part of these efforts, the FS-
ISAC uses a different Traffic Light Protocol to
determine which audiences can and should
receive specific information. During the 2012
and 2013 coordinated cyber attacks against
several US banks, for instance, the FS-ISAC
enabled companies in this sector to anticipate
and better protect themselves against some of
those attacks thanks to the near real-time infor-
mation sharing that occurred between trusted
competitors. The FS-ISAC is also expanding
its threat information sharing internationally to
the United Kingdom and Europe.

The US government’s emphasis on information
sharing has continued for the last two decades,
and has been reiterated in multiple policies
and two recent presidential executive orders —
Executive Order 13636 on “Improving Critical
Infrastructure Cybersecurity” that was released
in February 2013 and Executive Order 13691
on "Private Sector Cybersecurity Information
Sharing” that was released in February 2015.
These documents called for an increase in the
volume, timeliness, and quality of cyber security
threat information shared between the private
sector and government, and for the promotion
of closer collaboration for analyzing informa-
tion both within and across industry sectors. In
particular, the EO 13691 encouraged private
sector collaboration through the development
of Information Sharing and Analysis Organiza-
tions (ISAOs) to serve as focal points for critical
cyber security information sharing within the
private sector and between the private sector
and government.” It also called for the clari-
fication of DHS authority to enter into agree-
ments with information sharing organizations,
thus enabling collaboration between ISAOs
and the federal government to streamline the
mechanism for the NCCIC to enter into infor-
mation sharing agreements with ISAOs. More-
over, it supported the addition of DHS to the
list of federal agencies that can approve classi-
fied information sharing arrangements in order
to streamline private sector companies’ ability
to access classified cyber security threat infor-
mation. EO 13691 also promoted the creation
of strong privacy and civil liberties protections
based on a common set of voluntary standards
and privacy guidelines, such as the Fair Infor-
mation Practice principles.
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While DHS continues to promote collabora-
tion and coordination with the private sector
via the NCCIC and to develop more efficient
means for granting clearances to private sec-
tor individuals, common challenges to infor-
mation sharing efforts persist, including: lack
of timely, actionable, and trusted information;
high costs of running information sharing plat-
forms; persistence of classified or closely held
information; concerns with the Freedom of
Information Act (especially when dealing with
sensitive proprietary information and vulnera-
bilities such as network breaches); privacy and
civil liberty issues; perceived legal liability by
the companies; and difficulties to scale efforts.

In late 2015, the Cyber Security Act (CSA)
became law and provided limited liability
protections to entities that voluntarily share
and receive cyber threat information with oth-
er companies and the federal government.
CSA assigned the responsibility to DHS to:
(1) receive cyber threat indicators and defen-
sive measures that are shared by any entity;
and (2) ensure that appropriate federal enti-
ties receive shared indicators in an automated
real-time manner. In response to CSA, DHS
developed an Automated Indicator Sharing
(AIS) system to receive cyber threat indicators
from private sector and government entities
at machine speed, and is encouraging busi-
nesses to work with NCCIC to prepare their
networks for the automated sharing of cyber
threat indicators. The goal of the AIS program
is to automatically feed information to witting
organizations, including federal departments
and agencies, private companies, and ISACs,
although challenges with full automation re-

main. In order to have wide adoption of this
system and fulfill the AIS requirements, the
US government will likely require the use of
the DHS-created STIX, TAXIl and/or CybOX
protocols — standardized languages, services,
and message exchanges used for encoding
and communicating high-fidelity information.
Most recently, the DoJ and DHS issued specif-
ic guidelines to assist private sector entities in
sharing cyber threats indicators and defensive
measures with the federal government.*®

DHS also strives to build a trusted environment
for sharing cyber threat information with the
private sector through formalized Cooperative
Research and Development Agreements (CRA-
DA), part of the broader Cyber Information
Sharing and Collaboration Program (CISCP).
Additionally, the National Cyber Investigative
Joint Task Force (NCIJTF), along with other
federal cyber centers and sector specific agen-
cies, are leveraging the FBl's Cyber Guardian
system to improve the process of managing
cyber threat reports and for notifying compa-
nies that have been the target and victim of
malicious cyber activity. Through this effort, the
cyber centers had logged over 10,000 cyber
threat reports and facilitated over 2,000 noti-
fications as of July 2015.>" Finally, in February
2015, President Obama directed the forma-
tion of a Cyber Threat Intelligence Integration
Center (CTIIC) to increase real time situation-
al awareness about malicious foreign cyber
threats directed at government entities. The
CTIIC now serves as the national cyber threat
intelligence center to “connect the dots” with-
in the government and provide all-source in-
telligence analysis regarding immediate cyber
threats to the nation.
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A different model of information sharing is
represented by the National Cyber Forensics
and Training Alliance (NCFTA) - a non-profit
corporation — responsible for facilitating col-
laboration among private industry, academia,
and law enforcement to identify, mitigate, and
neutralize complex cyber-related threats.>? In
addition to state and local law enforcement
and industry representatives, this non-profit
partnership-driven initiative enjoys interna-
tional representation from Canada, Austra-
lia, United Kingdom, India, Germany, the
Netherlands, Ukraine, and Lithuania. NCFTA
provides streamlined and timely exchange of
cyber threat intelligence to corporations, and
also partners with subject matter experts in
the public, private, law enforcement, and aca-
demic sectors to mitigate risks and fraudulent
activities and gather the evidence necessary to
prosecute criminals.

The Advanced Cyber Security Center in
Boston, Massachusetts is a regionally focused
information sharing initiative. Like NCFTA, it is
a non-profit consortium that brings together
industry, university, and government organi-
zations to address the most advanced cyber
threats. It hosts bi-weekly meetings to share
leading threat indicators and exchange in-

The National Cyber Forensics and Training Alliance
facilitates collaboration and information sharing among
private industry, academia, and law enforcement.

sights on emerging malicious software activity.
It is also operationalizing automated informa-
tion sharing so that members can exchange
threat and response information and engages
in next-generation cyber security R&D with lo-
cal universities and businesses.

It is worth noting that there are other sector
specific information sharing models that may
be applicable to other sectors. First, the FS-
ISAC has a special interest committee — the
Threat Intelligence Committee (TIC) — a mem-
ber-only committee that provides a venue for
the sharing of highly sensitive information per-
tinent to cyber threats. Additionally, eight of
the largest US banks have formed a robust cy-
ber defense working group and combine their
respective talents to increase their defensive
posture. The intent is to be able to share more
information with each other about threats,
prepare comprehensive responses for when at-
tacks occur, and conduct war games designed
for the issues facing the biggest institutions. Fi-
nally, there are industry led and focused threat
intelligence exchanges that have emerged,
like the Cyber Threat Alliance, whose goal is
to increase awareness and to protect their or-
ganizations and customers from the advanced
cyber threats of today.
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5. INVESTMENT IN
RESEARCH AND
DEVELOPMENT

The modern Internet was born from a
US DoD-funded experiment to interlink
DoD-funded research locations. The US con-
tinued to invest in harnessing its original
investments and adding to the ICT environ-
ment. In 1991, two key events occurred that
helped shape and guide future research and
development of this DoD experiment. First,
the National Academy of Sciences published

The Networking and
Information Technology
Research and Development
program coordinates
multiagency research and
development programs to
help assure continued US
leadership in networking and
information technology.

its Computers at Risk report. The report stat-
ed that, “as computer systems become more
prevalent, sophisticated, embedded in phys-
ical processes, and interconnected, society
becomes more vulnerable to poor system

design, accidents that disable systems, and
attacks on computer systems. Without more
responsible design and use, system disrup-
tions will increase, with harmful consequences
for society.”** The report went on to argue that
a comprehensive plan for securing networked
infrastructure was necessary. That same year,
the Networking and Information Technology
Research and Development (NITRD) program
was established as the country’s primary source
of federally-funded work on advanced informa-
tion technologies in computing, networking,
and software. The program coordinates mul-
tiagency research and development programs
to: (1) help assure continued US leadership in
networking and information technology, (2)
satisfy the needs of the federal government
for advanced networking and information
technology, and (3) accelerate development
and deployment of advanced networking and
information technologies.>

The Office of Science and Technology Policy
(OSTP) is responsible for advising the President
in policy formulation and budget development
with regards to science and technology. The
Cyber Security and Information Assurance
Research and Development (CSIA R&D) Se-
nior Steering Group was established in 2008
in support of the CNCI. One of the goals of
the CNCI was to develop “leap-ahead” tech-
nologies that would achieve orders-of-magni-
tude improvements in cyber security. A second
CNCl initiative was to evaluate the portfolio of
programs to determine if there was duplication
of effort, and if the funded programs were bal-
anced and trying to solve the nation’s most im-
portant problems.*® The CNCI| was one of the
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first efforts that sought to catalogue all of the
classified and unclassified R&D programs and
set a strategy to rebalance the cyber security
R&D portfolio mapped to current priorities and
future requirements.

Most recently, the 2016 “Federal Cyberse-
curity Research and Development Strategic
Plan,” developed by NITRD, outlined near,
medium, and long-term cyber security R&D
goals.® The near-term goals aim to achieve
science and technology advances that count-
er adversaries’ asymmetrical advantages with
effective and efficient risk management, spe-
cifically by persuading organizations to better
understand the range of vulnerabilities and
threats they face in cyberspace and prompt-
ing organizations to use effective controls to
identify, assess, and respond to risk. Mid-term
goals aim to reverse adversaries’ asymmetrical
advantages by developing sustainably secure
systems and operations. The long-term goals
aim to achieve science and technology advanc-
es that can deter malicious cyber activities, by
increasing adversaries’ costs and risks, while
also lowering their gains — which would require
new forensic capacities that reliably identify
the perpetrator quickly enough to take action,
without compromising free speech or anonym-
ity for those who are doing nothing wrong.

There are three agencies that are leading the
bulk of the federal R&D effortsin the US: DARPA,
Homeland Security Advanced Research Proj-
ects Agency (HS-ARPA), and Intelligence Ad-
vanced Research Projects Agency (I-ARPA).
DARPA continues to be well funded and has a
portfolio of research initiatives that are focused
on immediate and near term requirements.
From 2011 to 2013, DARPA launched a Cyber

Fast Track (CFT) program seeking revolution-
ary advances in cyber science, devices, and
systems through low-cost, quick-turnaround
projects. It funded hundreds of small projects
that enhanced cyber defenses.*” The CFT pro-
gram encouraged performers to find software
and hardware vulnerabilities, create solutions,
and then DARPA would catalogue the new
methods to fix security issues. The catalogue
was published for the general public and it
led to the establishment of a number of new
start-up companies. It also encouraged the
hacking community to apply for funding. More
recently, DARPA sponsored a multi-year Cyber
Grand Challenge program aimed at develop-
ing solutions that automate today’s manual
patching and cyber defense cycle. The DARPA
program manager said, “We want to build
autonomous systems that can arrive at their
own insights about unknown flaws, do their
own analysis, make their own risk-equity deci-
sions about when to field a patch and how to
manage that patching process autonomously
... and bring that entire ... timeline down from
a year to minutes or seconds.”*® There are
countless other DARPA programs underway,
including the Active Cyber Defense (ACD),
which seeks to develop a collection of syn-
chronized, real-time capabilities to discover,
define, analyze, and mitigate cyber threats and
vulnerabilities,* and Plan X, a cyber warfare
program that is developing platforms (similar
to video games) for the DoD to plan for, con-
duct, and assess cyber warfare in a manner
similar to kinetic warfare.®® Finally, DARPA just
kicked-off a program called Rapid Attack De-
tection, Isolation, and Characterization System
(RADICS). The RADICS program hopes to de-
velop automated power grid defense systems
that can detect grid cyberattacks, isolate key
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utility equipment, and accelerate the reboot of
power systems post-attack — all independent
of the utilities.*’

DHS has been funding cyber security programs
since 2003. In 2011, it elevated the importance
of cyber security and created a division focused
on the topic in the HS-ARPA. Its primary focus
is on funding cyber security research and de-
velopment projects that result in transforming
an idea to a near-term deployable solution for
a critical infrastructure. The programs under-
way at DHS have fielded usable technologies,
tools, and techniques in the areas of identity
management, data privacy, secure protocols,
forensics, and trustworthy technologies for the
financial services and energy sectors.%?

The I-ARPA is also funding research for cyber
security to include: cyber-event forecasting,
cyber-actor behavior and cultural understand-
ing, threat intelligence, threat modeling,
cyber-event coding, and cyber-kinetic event
detection. One particular program, Cyber At-
tack Automated Un-conventional Sensor Envi-
ronment (CAUSE), is a multi-year initiative with
the goal to develop and test new automated
methods that forecast and detect cyber-attacks
significantly earlier than existing methods.®?
Other projects include funding techniques to
ensure secure code development, trusted in-
tegrated circuits, and other computer network
operations and technologies projects.

There are several other agencies that present-
ly take part in the US basic and applied cyber
security R&D mission. The National Science
Foundation (NSF), for instance, runs a program
entitled “Secure and Trustworthy Cyberspace”
(SaTC), which provides grants for small, medi-

um, and large projects up to $3 million.®* The
NSF also runs a Cyber Corps Scholarship for
Service program, which provides scholarships
for students focusing on cyber security that
commit to work for federal, state, local, or
tribal governments after the completion of
their degree programs.®> Additionally, the NSA
and DHS have jointly sponsored the National
Centers of Academic Excellence in Informa-
tion Assurance Education, Research, Cyber
Operations, and most recently Cyber Defense
to promote higher education in information
assurance and fill the growing gap of cyber
security professionals.®® Over 180 institutions
in the US have received CAE accreditation.
Students that attend such designated insti-
tutions are eligible to apply for scholarships
and grants through the DoD Information As-
surance Scholarship Program and the Federal
Cyber Service Scholarship for Service Program.
Moreover, the National Institute of Standards
and Technology (NIST) launched the National
Initiative for Cybersecurity Education (NICE), a
partnership between government, academia,
and the private sector focused on cyber se-
curity education, training, and workforce de-
velopment aimed at increasing the number of
skilled cyber security professionals in industry
and government.®’

Despite ongoing government R&D efforts, the
majority of cyber security innovation and signif-
icant investments in the US are carried out by
the private sector. Innovation and cyber security
hubs have emerged in Atlanta, Austin, Boston,
New York City, Seattle, and Silicon Valley. These
locations have attracted significant venture
capital investment in cyber security to include
anti-virus, anti-spamming, and anti-hacking
software applied R&D. Of note, ICT industries
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accounted for $133 billion, or 41 percent, of
the total $323 billion R&D performed annually
in the US, as of 2013.%¢ The same year, it was
estimated that the ICT industry represented 4.6
percent of the US economy, and that amount
has been increasing at about 1 percent per year
over the last two years. Given the high depen-
dence of the US economy on the ICT industry
- to include cyber security R&D - the US gov-
ernment has made efforts to foster partnerships
with industry and has sought to deepen gov-
ernment-industry relationships.®” For instance,
DoD recently established a program called the
Defense Innovation Unit-Experimental (DIUx).
DIUx seeks to position the DoD to be more
open to the infusion of non-traditional techni-
cal ideas and talents and is opening offices in
Silicon Valley and Boston.”®

during deterrence strategies and programs.
Another initiative established a framework and
program to help manage the risk introduced
through the supply chain. A third initiative
attempted to engage the private sector to
secure current infrastructure while evaluating
the longer term strategic infrastructure and
economic needs of the competitive environ-
ment.”" While most outputs from these initia-
tives were never publicly released, the efforts
and engagements between key stakeholders
highlighted the need to prioritize cyber issues
in US diplomacy and trade.

In 2009, President Obama announced the re-
lease of the Cyberspace Policy Review, and
underscored the importance of “protecting [US]
prosperity and security in a globalized world.”

Innovation and cyber security hubs have emerged in Atlanta,
Austin, Boston, New York City, Seattle, and Silicon Valley, and
have attracted significant venture capital investments.

6. DIPLOMACY AND TRADE

International cyber security has been a matter
of focus at the highest level of the federal gov-
ernment since at least 2008. More specifically,
the CNCI had at least three initiatives estab-
lishing the need for broader engagement in
the international sphere. One initiative ad-
dressed the need to define and develop en-

The 2009 document notably included a review
of the US approach towards international en-
gagement and recommended the creation of an
international cyber security policy framework. In
2011, the US government issued the “Interna-
tional Strategy on Cyberspace,” that outlined
the existing principles that should guide the
development of international cyber norms of
behavior to ensure global interoperability, net-
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work stability, reliable access, multi-stakeholder
governance, and cyber security due diligence.
The strategy promoted seven major objectives:
(1) enhancing the economy by promoting inter-
national standards and innovative, open mar-
kets; (2) protecting US networked infrastructure
by enhancing security, reliability, and resiliency;
(3) bolstering law enforcement by extending
collaboration and the rule of law; (4) preparing
the military for 21st century security; (5) en-
gaging on Internet governance by promoting
effective and inclusive structures; (6) supporting
international development by building capaci-
ty, security and prosperity; and (7) promoting
Internet freedom by supporting fundamental
freedoms and privacy.”

The US government has
secured regional and
international commitments
intended to strengthen
international cyber stability.

In 2011, the DoS established a new office —
the Office of the Coordinator for Cyber Issues
(S/CCI), tasked with the following responsibili-
ties: coordinating the Department’s global dip-
lomatic engagement on cyber issues; serving
as the Department’s liaison to the White House
and federal departments and agencies on these
matters; advising the Secretary and Deputy

Secretaries on cyber issues and engagements;
acting as liaison to public and private sector
entities on cyber issues; and coordinating the
work of regional and functional bureaus within
the Department engaged in these areas. The
new office is also responsible for working with
the DoS' Bureau of Economic and Business
Affairs, which coordinates international com-
munications and information policy. Together
they are responsible for the full spectrum of
cyber-related issues to include security, eco-
nomic issues, freedom of expression, and free
flow of information on the Internet.”

In 2015, the US Congress passed new legisla-
tion requiring the DoS to provide a full review
of the actions and activities undertaken in sup-
port of the goals and objectives stated in the
“International Strategy for Cyberspace.” The
subsequent 2016 DoS report issued to Con-
gress highlighted the numerous efforts that the
Department had undertaken to train personnel
and raise awareness about the breadth of eco-
nomic and security issues in cyberspace.”* More
than 500 foreign officers, from at least 120 em-
bassies and posts, participated in interagency
regional workshops and specialized training on
the Internet and telecommunications policy in
order to be better prepared to engage locally
and regionally on cyber issues.”® In addition,
the report highlighted US efforts to drive the
development and adoption of international
norms of behavior in cyberspace and the ini-
tiatives undertaken to promote confidence
building measures.

On the international stage, the US has been
actively engaged in cyber cooperation efforts
with international partners, including leaders of
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Brazil, India, Japan, the United Kingdom, and
the Gulf Cooperation Council (GCC) states.
As an example, in 2015, the US government
signed an agreement with China’s President Xi
on the prohibition of state-sponsored cyber
espionage that support the theft of intellec-
tual property for commercial gain. To further
develop international cyber capacity, the DoS
is funding an expanded number of cyber ca-
pacity building initiatives, including Computer
Security Incident Response Teams (CSIRTs)
development projects; an upcoming cyber
security and cyber crime training program for
Central African nations; and additional projects
as a founding member of the Global Forum for
Cyber Expertise (GFCE).

Furthermore, the US government has secured
regional and international commitments in-
tended to strengthen international cyber stabil-
ity. In June 2015, the United Nations Group of
Governmental Experts (UN GGE) released a re-
port outlining common understandings of ICTs
and providing a framework for cyber norms,
rules or principles for responsible behavior
of states, and confidence building measures
(CBMs). Many of these same concepts were
brought forward and reiterated in a G-20 Com-
muniqué from the Antalya Summit.”® In partic-
ular, the official communication noted that the
UN Charter is applicable to state conduct in
the use of ICTs and that all states should abide
by the norms of responsible state behavior in
the use of ICTs in accordance with the 2015
UN resolution on the “developments in the
field of information and telecommunications
in the context of international security.””” The
document stated also that “no country should
conduct or support ICT enabled theft of intel-
lectual property, including trade secrets or oth-

er confidential business information, with the
intent of providing competitive advantages to
companies or commercial sectors.” Finally, the
G-20 members agreed that “all states should
ensure the secure use of ICTs and respect and
protect the principles of freedom from unlawful
and arbitrary interference of privacy, including
in the context of digital communications.” In
May 2016, the G-7 leaders agreed to the same
principles and included an additional agree-
ment to launch a new cooperative effort to
enhance cyber security in the energy sector.”®

The US is also a member of the Organisa-
tion for Security and Co-operation in Europe
(OSCE) and is a signatory to two major agree-
ments on CBMs in the field of cyber security
and use of ICTs:”? (1) the first outlined specific
CBMs aimed at enhancing interstate co-oper-
ation, transparency, predictability, and stability,
and reducing the risks of misperception, esca-
lation, and conflict that may stem from the use
of ICTs; and (2) the second included additional
CBMs designed to reduce the risks of conflict
stemming from the use of ICTs.®

Cyber security issues have also been entan-
gled in every trade negotiation and most se-
curity treaties. However, the US government
negotiator is often an expert in a specific topic
or region and is not necessarily compelled to
understand other perspectives. For example,
the US recently agreed to a new provision in
the Wassenaar Arrangement on Export Con-
trols for Conventional Arms and Dual-Use
Goods and Technologies. The DoS, the lead
arms control negotiator, advocated to curb the
sales of Internet communications surveillance
systems that can “select” key communications
or words and extract metadata (i.e., bulk col-
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lection). This position was likely influenced in
part by post-Snowden concerns. The second
technology that was put under export control
was intrusion software or penetration testing
tools. These types of tools often use zero day
exploitations to discover networked vulnera-
bilities. The same techniques can be used as
weapons. Therefore, bringing these technol-
ogies under export control regimes reflects
the belief that advanced technologies may
defeat countries’ national defenses and pres-
ent a national security risk. The US business
community was largely not engaged or aware
of this negotiation until it was completed.
At that time, the Department of Commerce
came forward noting that those same provi-
sions may have the unintended consequence
of prohibiting the ICT industry from selling its
products and could thereby negatively impact
US commercial interests. As such, private sec-
tor officials and some members of Congress
expressed disappointment with the US gov-
ernment’s failure to self organize and ensure
participation of non-governmental entities in
the process in order to avoid the time con-
suming and burdensome effort of undoing
the US acceptance of the aforementioned
cyber security provisions — a process that is
now underway.

Cyber security is also a key topic in many of the
economic trade negotiations. Country policies
can sometimes become an impediment to the
free flow of goods, services, data, and capital.
The lead trade negotiator for the US - the
USTR - seeks to ensure that negotiations are
technology neutral and nationality neutral to
avoid any barriers or a surge of protectionism.
For example, in 2013, the US and the European
Union (EU) began negotiations of the Transat-

lantic Trade and Investment Partnership (TTIP).
The outcomes of this negotiation were intend-
ed to stimulate growth, create jobs, increase
competitiveness of our global companies, and
expand trade.®’ The negotiation was depen-
dent on the ability for the US and Europe to
harmonize their policies for data protection
and privacy and address European concerns
with surveillance activities. Another agreement
that is core to a positive outcome for TTIP is
the EU-US Privacy Shield Agreement. This
agreement permits data transfer and storage
of European and US data between the two
continents and ensures an equal standard for
data protection. The Privacy Shield also con-
tained a number of provisions to quell Euro-
pean concerns in the post-Snowden era. At its
core, the Privacy Shield compels US companies
to protect the personal data of Europeans and
respond to EU citizen concerns regarding data
misuse. The European Commission and the US
Department of Commerce reached agreement
for the EU-US Privacy Shield in early 2016. And
while this negotiation was a predicate to the
successful conclusion of the TTIP, questions re-
main on whether the TTIP has enough support
to achieve final approval.

Cyber security is a key topic in
many US trade negotiations.
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ICT and cyber security issues are also at the
core of the Trans Pacific Partnership (TPP) trade
agreement. Intellectual property protection
and the importance of data sovereignty that
could change the delivery of cloud services
and data center locations were intensely de-
bated. Many countries sought to embed a
national security exception to some of the pro-
visions in this agreement. As part of the TPP
negotiation, the USTR published The Digital
2 Dozen report containing twenty-four obliga-
tions that are intended to promote the digital
economy through a free and open Internet.®?
The TPP countries accepted many of the pro-
visions that the US put forward, including on
intellectual property protection and enforce-
ment. Many of these provisions will require the
TPP countries to undertake substantial policy
reform. Some worry that the IP terms and oth-
er trade enhancing components of the deal
will infringe upon privacy rights and freedom
of expression. The TPP has been agreed to in
principle but requires congressional approval
to become final for the US. This agreement
may not be ratified by the US Congress, due to
concerns on whether it will actually benefit the
US economy.

Finally, cyber issues are emerging in many dif-
ferent traditional international relations areas
including human rights, economic develop-
ment, trade agreements, arms control and dual
use technologies, security, stability, and peace
and conflict resolution. While numerous US in-
ternational cyber efforts have been undertaken
or are currently underway, there is some con-
cern that the lack of formalized structures (e.g.,
no laws exist codifying the US international
approach or governance) and continuity issues
resulting from administration changes may im-

pact the level of focus and attention afforded
to US international engagement. The US Con-
gress has also held several hearings to clarify
and further refine the government’s approach
and statutory regime currently governing US
international cyber relations. The inquiries have
included requests to clarify the government’s
cyber deterrence policy, the actions that would
constitute a digital act of war, and whether the
DoS Cyber Coordinator position should be
codified and confirmed by the Senate.

7. DEFENSE AND CRISIS
RESPONSE

The US has been organizing for cyber de-
fense and offense for over two decades. As
early as 1994, the Vice Chairman of the Joint
Chiefs of Staff requested that an Information
Warfare Joint Warfare Capability Assessment
be conducted.® In 1995, the DoD conducted
a war game entitled, “Evident Surprise” that
brought together Executive Branch leader-
ship to discuss and agree upon coordination
of information warfare policy and interagency
cooperation.® In June of 1997, DoD con-
ducted a no-notice exercise called “Eligible
Receiver” designed to test DoD planning
and crisis action capabilities when faced with
attacks on DoD information infrastructures.®
This exercise revealed significant vulnerabili-
ties in DoD information systems and specific
deficiencies in responding to attacks on their
information systems.

The weaknesses and gaps identified from the
previous war games, exercises, and studies
were realized in 1998 when the DoD experi-
enced a prolonged set of attacks, called “Solar
Sunrise.” As a result, DoD created the Joint
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Task Force — Computer Network Defense (JTF-
CND), which achieved full operational capabil-
ity in June 1999.% In the fall of 2000, in accor-
dance with DoD doctrine, JTF-CND became
the Joint Task Force — Computer Network Op-
erations (JTF-CNO). In October 2002, the new
Unified Command Plan, Change 2, re-aligned
JTF-CNO under the US Strategic Command
(USSTRATCOM). In 2004, the Commander of
USSTRATCOM approved the Joint Concept of
Operations for Global Information Grid Net-
work Operations and expanded the scope of
JTF-CNO's mission.

After experimenting for a little over two de-
cades with different allocations of responsibil-
ities and organizational structures for network
defense, network operations, and computer
network offense, the DoD created the US
Cyber Command (USCYBERCOM), which
achieved full operational capability in October
2010. In this unit, offense and defense were
combined and dual-hatted with the nation’s
chief signals intelligence agency - the Nation-
al Security Agency (NSA), that also maintains
expertise in computers and emerging ICT in-
frastructures and architectures. The two orga-
nizations, however, continue to have separate
missions, authorities, and resource streams. At
the same time, each branch of the US military
was instructed to organize, train and equip
cyber forces out of existing resources to both
operate under the operational command of
USCYBERCOM, and to continue to defend
their own service's networks. In addition, the
head of the DoD’s network authority — the De-
fense Information System Agency (DISA) - also
reports to USCYBERCOM. While technically
subordinate to USSTRATCOM as a “sub-uni-

fied command,” the USCYBERCOM leads the
US response to foreign state and non-state ac-
tors — a governance approach that is currently
under review to decide whether the USCYBER-
COM should become its own combatant com-
mand. As a consequence of these institutional
decisions, cyber security, as pursued by DoD,
is concentrated under the same senior com-
mander to ensure unified reach across all of the
DoD’s varied cyber defense, offense, and net-
work maintenance units to execute consolidat-
ed strategic security missions in cyberspace.?’

The US began operationalizing these organi-
zations while it was deliberating and develop-
ing its cyber strategy. In 2011, the DoD issued
an initial statement of how it intended to op-
erate in cyberspace. The “Department of De-
fense Strategy for Operating in Cyberspace”
(DSOCQ) listed five strategic initiatives: (1) to
treat cyberspace as an operational domain;
(2) to focus on new defense operating con-
cepts to protect DoD networks and systems;
(3) to partner with US government and the pri-
vate sector to enable a whole-of-government
cyber security strategy; (4) to build robust
relationships with US allies and international
partners to strengthen collective cyber securi-
ty; and (5) to leverage the nation’s cyber work-
force and technology.®® Underlying the initia-
tives, however, was an understanding that the
DoD’s cyber assets were primarily focused on
protecting the DoD’s networks.

In 2015, DoD published another Cyber Strat-
egy and expanded USCYBERCOM's respon-
sibilities from merely defending US military
networks to preparing to assist other govern-
ment agencies and civil authorities, specifically
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The US Cyber Command must prepare to assist government
agencies and civil authorities with technical and mission support.

DHS. DoD must prepare to provide personnel,
technology, and assets under the mission of
Defense Support to Civil Authorities. This in-
cludes technical assistance, mission support,
and preparation for a national cyber emer-
gency. The strategy states that the military will
conduct cyber operations under a doctrine of
restraint in accordance with the Laws of Armed
Conflict and the intent to exhaust all other
means of national power before engaging the
military. As of 2015, the key thresholds includ-
ed loss of life, significant damage to property,
adverse consequences to US foreign policy,
and serious economic impact — a new key trig-
ger event. Indeed, the new strategy highlight-
ed the need to be prepared to defend the US
homeland and US vital interests from disruptive
or destructive cyber attacks of significant con-
sequences, which now include major economic
impacts.?” With this strategy, the DoD has been
given the authority to “defend the Nation and
its interests,” and as such "after the exhaustion
of all network defense and law enforcement
options to mitigate any potential cyber risk — if
directed by the President or the Secretary of
Defense — the US military may conduct cyber
operations to counter an imminent or on-going
attack against the US homeland or US interests
in cyberspace.”?

With the expanded mission, USCYBERCOM
has changed to construct several categories of
teams that can be deployed either to support
military forces, domestic government agen-
cies, or major infrastructure enterprises, as re-
quired. In 2016, USCYBERCOM'’s Commander,
Admiral Rogers, outlined the progress in build-
ing these teams during a testimony to the US
Congress. The Cyber Mission Force (CMF) is
currently composed of “123 teams of a target
total of 133 ... In terms of progress ... 27 teams
... are fully operational capable today, and 68
... have attained initial operating capability. ...
[The] Combat Mission Teams (CMTs) operate
with the combatant commands to support their
missions, while National Mission Teams (NMTs)
help defend the nation’s critical infrastructure
from malicious cyber activity of significant con-
sequence. [The] Cyber Protection Teams (CPTs)
defend DoD Information Networks alongside
local Computer Network Defense Service Pro-
viders (CNDSPs)."”?"

To complete these missions, USCYBERCOM
has an appropriated budget for Fiscal Year
2016 of $466 million.”? The Cyber Mission
Force teams currently have 4,990 people of
an anticipated final 6,187 members, and plan
to be fully operational by 2018.7 Future bud-
gets are expected to continue to increase in
upcoming years.
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In the cyber realm, the US is operationally
active in an international context. As a found-
ing member of the NATO, the US is deeply
involved in all of NATO and allied countries’
exercises, including cyber exercises such as
Cyber Coalition.”* In addition, USCYBER-
COM runs Cyber Flag exercises that bring
together DoD cyber and information tech-
nology professionals to hone skills in realistic
environments.” Finally, the USCYBERCOM
supports DHS programs intended to increase
the cyber readiness of US defense-related
firms, defense industrial base programs, and
other educational efforts to improve cyber re-
sponsiveness and knowledge of the wider US
population through exercises such as Cyber
Patriot, Cyber Shield, and Cyber Storm.?

CRI 2.0 BOTTOM LINE

According to the CRI 2.0 assessment, the US
is on a path to becoming cyber ready, and is
currently partially operational in most of the
seven CRI essential elements.

The findings in this analysis represent a snap-
shot in time of a dynamic and changing land-
scape. As the US continues to develop and
update its economic (digital agenda) and
national cyber security strategies, policies, and
initiatives to reflect a more balanced approach
that aligns its national economic visions with
its national security priorities, updates to this
country profile will reflect those changes and
monitor, track, and evaluate substantive and
notable improvements.

The CRI 2.0 offers a comprehensive, com-
parative, experience-based methodology to
help national leaders chart a path towards a
safer, more resilient digital future in a deeply
cybered, competitive, and conflict prone world.
For more information regarding the CRI 2.0,
please see: http://www.potomacinstitute.org/
academic-centers/cyber-readiness-index.
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