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SLOVAK REPUBLIC
CYBER READINESS
AT A GLANCE

Country Population 5,440 million 

Population Growth 0.17%

GDP at market prices (current $US) $95,769 billion (ranked 64th in 2017)

GDP Growth 3.4%

Year Internet Introduced 1992

National Cyber Security Strategy 2008, 2015

Internet Domain(s) .cs and .sk

Internet users per 100 users 81.6

Fixed broadband subscriptions per 100 users 25.8

Mobile cellular subscriptions per 100 users 130.7

Information and Communications Technology (ICT) Development and Connectivity Standing

Sources: World Bank (2017), ITU (2017), and NRI (2016).

International Telecommunications 
Union (ITU) 
ICT Development Index (IDI)

46
World Economic Forum’s 
Networked Readiness Index (NRI) 47
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INTRODUCTION
In 1918 – after World War I and a long history 
of conflicts and occupations by neighbors, 
including Austria, Hungary, and Germany 
– Czechoslovakia became an independent 
country. Czechoslovakia was comprised of 
the Czechs and the Slovaks, two distinct com-
munities with their respective languages, 
religions, cultures, and economic sources 
of income/growth. During World War II, 
Czechoslovakia suffered significant loss of 
life and infrastructural damage until the Soviet 
Army liberated them in 1945. In 1946, the 
country held national elections that ceded 
power to the Czech’s leading political party. 
Simultaneously, Czechoslovakia became a 
client state of the Soviet Union. For the next 
four decades, they were under a one-party 
system and the influence of the Soviet Union 
as part of the Warsaw Pact.

The Czech side of the country was highly 
industrialized (e.g., automotive, machin-
ery, metallurgy, textiles, etc.) and provided 
much of the technical talent and educational 
capacity to the region, including three main 
universities focused on math, science, and 
engineering. Whereas on the Slovak side of 
the country, the main sectors of the economy 
were agriculture and mining of raw materials 
(e.g., gold, silver, copper, iron, and salt).

During the communist period, Czechoslo-
vakia’s telecommunications network was 
neglected. By 1960, the Soviets had cen-
tralized the postal, telecommunication, and 
transport bodies into a single Ministry of 
Transport and Communications. The merger 
was dysfunctional. In 1969, two ministries 
were set up – the Ministry of Post Offices 
and Telecommunications in Prague and 
the Ministry of Transport, Post Offices and 

Telecommunications in Bratislava.1 However, 
most central planners still did not consider 
telecom services to be a genuine form of 
production and did not invest in the under-
lying communication infrastructure.2 Instead, 
investment was targeted at primary forms 
of production, such as industrial enterprises. 
Telephone services served as a stable source 
of revenue that was channeled to help fund 
the more valued entities contributing to the 
country’s economic wellbeing. In particular, 
the telephone service was used to subsi-
dize postal services, which operated at a 
loss. Telephone tariffs were not related to 
the cost of providing service. Charges for 
domestic calls were fairly low and charges 
for international calls were extremely high. 
The central government in power at that time 
also imposed substantial social restrictions 
and actively worked to make communication 
among people difficult in order to promote 
political stability and quell the ability to con-
spire against the Communist Party.

Therefore, the first Internet pioneers in the 
country had to overcome several operational, 
technical, political, and social limitations. In 
1976, Czechoslovakia sponsored a state project, 
called “Computer Network,” to enable the 
transfer of information from one computer to 
another – effectively, trying to implement an 
ARPANET (the experimental computer net-
work that became the basis for the Internet). 
A group of researchers at the Institute of 
Applied Cybernetics (UAK) in Bratislava began 
working on a number of related initiatives.3 
By 1986, the first intra-network became oper-
ational using 16-bit mini computers4 sold by 
Digital Equipment Corporation. UAK was 
able to transfer data between three nodes 
in Bratislava and one in the city of Prague. 
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Later, researchers at UAK started experi-
menting with email services that used the 
Unix to Unix Copy (UUCP) protocol, but 
the network still had both operational and 
technical limitations. At that time, bandwidth 
was still limited (only 10 telephone lines 
per every 100 people). This network was 
principally used for research and did not 
allow communication between individuals 
or businesses.5

In November 1989, a series of demonstrations 
across the country, known by the Czechs as 
the Velvet Revolution and by the Slovaks 
as the Gentle Revolution,6 showed peo-
ple’s desire to end the one-party rule and 
embrace a market economy. Eventually, 
this led to the election of Czechoslovakia’s 
first multi-party government in June 1990.

During the period between 1989 and the 
peaceful separation of Czechoslovakia into 
two independent countries in 1993, the 
adoption of ICTs and the development of 
commercial networks and email commu-
nication started increasing. In 1989, UAK 
had established one of the primary Internet 
nodes (Iac.cs) using BITNET (a computer 
network of universities, colleges, and other 
academic institutions that was a predeces-
sor to the Internet) to enable email com-
munications.7 The University of Chemical 
Technology in Prague had established a 

similar node. In 1990, UAK transitioned its 
node to the Comenius University in Bratislava 
and became part of the European computer 
network (EUnet). Export restrictions on wide 
area network (WAN) products were gradu-
ally reduced, allowing the existing nodes in 
Bratislava and Prague to be connected to 
international networks.8 In the early 1990s, 
nearly every European country had a tele-
communications monopoly and in Czecho-
slovakia it was SPT Praha (Sprava post a 
telekomunikaci Praha) under the Ministry of 
Posts and Telecommunications. The mar-
ket was still closed to other commercial and 
non-commercial telecommunications services. 
But the European Community’s (EC) industrial 
policy advocated for the diversification of the 
market from U.S.-dominated products and 
services and promoted the development of 
next-generation European network technol-
ogies and protocols as well as incubating 
national “research” network operators (e.g., 
SURFnet and DFN).

Several academic institutions in Czecho
slovakia started receiving financial support 
and technical know-how from foreign part-
ners. This was facilitated by the EU-funded 
project, Trans-European Mobility Scheme 
for University Studies (TEMPUS), launched 
in 1991 with the goal of providing connec-
tions between universities in the region. The 
project involved the sharing of expertise with 
universities in the hill town of Banska Bystrica 
in Central Slovakia and partners like UNI-C 
Lyngby in Denmark, the National Institute for 
Nuclear and High-Energy Physics (NIKHEF) 
in Amsterdam, the National Technical Uni-
versity in Athens, and the National Science 
Foundation (NSF) in Washington D.C. The 
NSF, in particular, promoted connectivity 
among academic institutions to ARPANET.

In 1989, the Institute of 
Applied Cybernetics (UAK) in 
Bratislava established one of 
Slovakia’s first Internet nodes.
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In 1991, the Slovak Academic Network (SANET) 
was established to formalize the coopera-
tion among experts and scientists from UAK 
and EUnet, as well as users of those services 
and representatives from a host of technical 
universities in Bratislava, Zilina, and Banska 
Bystrica. Their main goal was to create and 
operate a backbone network for the Slovak 
academic community, support its scientific, 
technical, and organizational needs, and adopt 
international standards and rules consistent 
with the EC industrial policy goals. SANET 
also helped foster cooperation with other 
international academic organizations, includ-
ing the Réseaux Associés pour la Recherche 
Européenne (RARE), and actively participated 
in the establishment of the Central and Eastern 
European Network (CEENET), which involved 
academic partners from Hungary, the Czech 
Republic, and Poland.9

The first official Internet connection with the 
outside world took place on 13 February 
1992 and was followed by the establishment 
of the Internet domain .cs soon after.10

On 31 December 1992, Czechoslovakia 
declared a self-determined split into the 
Czech Republic and the Slovak Republic. 
The development of networks in the Czech 
Republic and in Slovakia took different paths. 
The first challenge was changing the Internet 
domain .cs into the two new domains .cz 
and .sk assigned to the two newly formed 
republics. The change was not easy since the 
.cs domain had been in use for over a year 
and many email addresses in both countries 
were jointly registered on it. It was decided 
that all .cs servers would remain operational 
for at least one more year, in parallel to the 
respective initialization of the Slovak and 
Czech domains.11

The second challenge was supporting additional 
projects to build networks in each country. 
Despite sharing the same Internet history 
and network development process up to that 
point, the Czech Republic was more success-
ful in building on the work of its academics 
and convincing its Ministry of Education to 
allocate funding through large-scale govern-
ment projects. Slovakia was much slower in 
implementing similar Internet connectivity 
projects and less successful in obtaining gov-
ernment funds right after its independence. 
The Slovak government struggled to define 
its path in the market economy and harness 
the value of Internet connectivity.

In 1998, Prime Minister Mikuláš Dzurinda 
formed a coalition government and outlined 
progressive political and economic reforms 
on the basis of a free market. His Cabinet 
successfully gained Slovakia’s entry into the 
Organisation for Economic Co-operation and 
Development (OECD) in 2000, and acces-
sion into the European Union (EU) and the 
North Atlantic Treaty Organization (NATO) 
in 2004.12 The accession into these import-
ant international organizations accelerated 
Slovakia’s development, connectivity, and 
economic growth. The reforms also helped 
attract foreign direct investments and inter-
national recognition.

The Slovak government began supporting 
Internet uptake as a catalyst for economic 
growth, more efficient government opera-
tions, increased competitiveness, and the 
development of an information society. In 
2001, the Ministry of Education launched the 
SANET.2 project to build out a high-speed 
communication infrastructure to connect with 
other European communication networks and 
provide a more robust connectivity among 
university centers.13
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Republic” in 2001.17 This strategy declared 
the government’s strategic intent to develop 
an information society and become more 
connected. It was reiterated in the 2004 
“National Strategy for Information Society” 
and accompanying action plan with specific 
tasks and a timetable.18

As a result of the 
increased demand 
for Internet services, 
the number of users 
in Slovakia has grown 
exponentially, from 
less than 10 percent in 
2000, to 75 percent in 
2010, to over 81 per-
cent of the population 
in 2017 (or almost 4.5 
million users) – above 
the EU average of 79 
percent.14 The availability of high-speed broad-
band connectivity remains lower than the 
EU average (32 percent versus 37 percent, 
respectively) because of insufficient invest-
ment in the fiber optic backbone topology. 
Whereas mobile broadband subscriptions 
have increased steadily to over 130 percent 
of the population in 2017, slightly above the 
EU average.15

Slovak Republic’s 
Internet 

Penetration: 81.6%

The number of Internet 
users in Slovakia has grown 

exponentially, from less than 10% 
in 2000 to over 81% in 2017.

Slovakia’s first “Information 
Society Policy,” published in 

2001, declared the government’s 
strategic intent to develop 
an information society and 
become more connected.

The ICT sector plays a very important role 
in Slovakia, although it is predominantly 
focused on manufacturing goods as opposed 
to delivery of services. In 2010, the coun-
try already had the 8th largest ICT sector in 
Europe, which constituted 4.67 percent of 
Slovakia’s gross domestic product (GDP).16 
Slovakia’s digital progress was fostered by 
the progressive reforms initiated by Prime 
Minister (PM) Dzurinda and further codi-
fied by the publication of the country’s first 
“Information Society Policy of the Slovak 

The digitization projects in the consecutive 
national digital strategies have been consistent 
with EU expectations, but have also been 
dependent on EU funding for their success, 
especially in a fiscally-constrained environ-
ment. The European Commission infused 
€1.2 billion (~$1.4 billion) to accelerate the 
“Operational Programme Information Soci-
ety” (OPIS) for Slovakia for the 2007-2013 
period.19 The program, under the EU Conver-
gence Objective framework, had a number 
of initiatives, such as developing electronic 
services, digitizing academic libraries, and 
improving the availability of broadband Inter-
net access. In addition, Slovakia has received 
considerable financial resources from the EU 
Structural and Investment Funds to facili-
tate cross-border interoperability, provide 
easier access to government data, expand 
the government cloud, and develop elec-
tronic services for citizens and businesses. 
For example, in 2013, the Slovak Ministry 
of Interior announced that eID cards would 
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start being used to enable citizen access to 
various e-government services within the EU 
OPIS framework. Recently, the government 
announced its intentions to switch to mobile 
IDs and provide one unique system of iden-
tification for all e-governance, e-banking, 
e-health services. A new Digital Transforma-
tion Strategy is expected to be published 
in May 2019. The projects proposed in this 
strategy are consistent with previous strat-
egies – focused on the “digital citizen” and 
providing free access to high-quality public 
services and healthcare.20

The new digital strategy may also be able to 
address the shortfalls identified in the latest 
EU assessment on the digital economy and 
society of each of its member states. In that 
study, Slovakia’s progress in e-government 
participation and the integration of digital 
technology by Slovak businesses lagged 
behind the EU average (Slovakia ranked 20th 
out of the 28 EU member states in the 2017 
European Commission Digital Economy and 
Society Index (DESI)).21 Slovakia is working to 
improve its ability to deliver e-services (Internet 
use, digital skills development, e-commerce, 
digital public services provision, etc.) and 
improve broadband coverage. The govern-
ment continues to pursue demand-oriented 
projects, consistent with EU priorities that 
support the construction of last-mile connec-
tions in places where the market fails and that 
use co-financing for broadband deployment 
from several EU programs.

Slovakia’s awareness of the threats to its digital 
assets and society began in 2007. In April 
and May of 2007, Estonia – one of the most 
digitized nations in Europe – was knocked off 
line. Its citizen-facing services (e.g., e-banking 
and government services) were disrupted by 
a distributed digital denial of service (DDoS). 

Estonia requested emergency assistance from 
NATO for the defense of its digital assets 
and restoration of its citizen-facing services. 
It requested assistance under Article 4 (i.e., 
information sharing and consultation) and 
wanted to activate Article 5 (i.e., collective 
defense).22 This accelerated the cyber discus-
sions in NATO and resulted in NATO’s first 
Policy on Cyber Defence that was published 
in January 2008. In the summer of 2008, 
offensive cyber techniques were demonstrated 
between Russia and Georgia – rendering Geor-
gia’s air defense ineffective. NATO members 
again realized that cyber activities were a 
growing component of warfare and that each 
country needed to take active measures to 
increase its defensive posture and increase 
the resilience of its critical infrastructures. 
Slovakia’s Ministry of Finance noticed and 
took action, publishing the “National Strategy 
for Information Security (NSIS) 2009-2013.” 
This first-of-its-kind document focused on an 
information security policy, with an outline 
of the institutional and organizational struc-
ture and long-term strategic objectives in the 
field of information security. This strategy’s 
development was an action item from the 
government’s 2008 National e-Government 
Strategy noting the country’s need to protect 
cyberspace.23 It also emphasized the impor-
tance of harmonizing security policies among 
public administration authorities and aligning 
them to EU and NATO’s security policy.

The Slovak’s “National Strategy 
for Information Security” (NSIS), 
published in 2008, was a first-
of-its-kind document focused 

on information security.
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(Národný bezpečnostný úrad, NBÚ). In March 
2016, the Slovak government approved a 
dedicated Statute of the National Security 
Authority, which officially elevated NBU to 
be the national competent authority for 
cyber security.27 All these elements were 
codified in the Cybersecurity Act in Janu-
ary 2018. The law gave the NBU additional 
cyber security-related responsibilities and 
assigned it to implement the strategy and 
update policies as required.28

The progressive reforms of the early 2000s 
provided the basis for Slovakia’s digital econ-
omy, and the call to action from NATO and 
the EU has sharpened Slovakia’s focus toward 
cyber defense. The challenge, however, is that 
these two sets of goals are being executed 
by three separate entities. The digitization 
of the country and the digital economic pri-
orities (aligning Slovakia to the EU Single 
Digital Market) are led by the Office of the 
Deputy Prime Minister for Investments and 
Informatization, whereas the cyber security 
and cyber resilience priorities of the country 
are led by the NBU. The Slovak Military Intel-
ligence will assume responsibility in the event 
of a serious national-level cyber incident, 
and will respond using the capabilities of 
the Cyber Defense Center. It is unclear how 
the country will align its initiatives to meet 
the expectations of the international institu-
tions, and more importantly meet business 
needs that comprise a growing portion of 
the country’s GDP. In order to attract foreign 
direct investment, Slovakia must promote its 
critical location in Central-Eastern Europe and 
its strong ICT sector. Its high connectivity, 
coupled with its lack of preparedness and 
insufficient use of the full capacity of the 
government entities (whole-of-government 
approach), has made it one of the countries 
in Europe that is most vulnerable to cyber 

The NSIS was an important first step in dis-
cussing information security policy at the 
national level. The NSIS defined the country’s 
strategic goals in various sectors, including 
protecting critical information infrastructure 
(CII), raising awareness, building capabilities, 
developing a secure digital environment with 
technical, operational and strategic controls, 
providing effective management of informa-
tion security, defending public administration 
information infrastructure, and engaging in 
national and international cooperation efforts.

Cyber defense was introduced into NATO’s 
Defence Planning Process in April 2012. Each 
Member was tasked to identify and prioritize 
cyber defense as part of their national and 
military planning processes.24 This requirement 
was amplified by the EU with the publication 
of the “EU Cyber Security Strategy” in Feb-
ruary 2013. The EU strategy “outlines the 
EU’s vision on how to enhance security in 
cyberspace and sets out the actions required, 
including to drastically reduce cybercrime.”25 
Taking the broader European guidance into 
account, Slovakia, in 2015, published a more 
comprehensive national cyber security strat-
egy – the “Cyber Security Concept of the 
Slovak Republic for 2015-2020” – with an 
accompanying “Action Plan for the Imple-
mentation of the Cyber Security Concept of 
the Slovak Republic for 2015-2020.”26 Both 
the strategy and action plan acknowledged 
the national security and economic risks of 
cyber insecurity. The documents delineated 
the roles and responsibilities of the different 
entities involved in national cyber security 
and articulated strategic and operational 
objectives to be implemented. In January 
2016, the responsibility for coordinating the 
country’s cyber security efforts at the state 
level were transferred from the Ministry of 
Finance to the National Security Authority 
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crime.29 Moreover, because of its role in both 
the EU and NATO, it has become the target 
of state-sponsored espionage. In October 
2018, the Slovak Ministry of Foreign and Euro-
pean Affairs was penetrated and information 
on the country’s foreign policy and security 
intentions was illegally copied.30 While the 
government claims to be addressing both 
the criminal and nation-state activity, it may 
be missing the nexus with other transnational 
cyber activities.

Slovakia economically desires to reach the 
same growth level of countries such as Hun-
gary, Finland, Sweden, and Estonia, where the 
digital economy already accounts for 5 to 5.5 
percent of their GDP, and gain an additional 
2.3 percent in GDP growth from expanded 
broadband connectivity.31 It also looks to 
these countries and Austria for inspiration 
on how to best align its policies to EU and 
NATO’s strategic guidance. Slovakia needs to 
better understand its Internet-infrastructure 

dependencies and vulnerabilities and launch 
a concerted and coordinated effort across 
national stakeholders to significantly reduce 
cyber risk and move forward to ensure its 
future safety, security, and economic wellbeing.

The Cyber Readiness Index (CRI) 2.0 has been 
employed to evaluate Slovakia’s current pre-
paredness levels for cyber risks. This analysis 
provides an actionable blueprint for Slovakia to 
assess its commitment and maturity to closing 
the gap between its current cyber security 
posture and the national capabilities needed 
to support its digital future. A full assess-
ment of the country’s cyber security-related 
efforts and capabilities based on the seven 
essential elements of the CRI 2.0 (national 
strategy, incident response, e-crime and law 
enforcement, information sharing, investment 
in R&D, diplomacy and trade, and defense 
and crisis response) follows:

National Strategy

Incident Response

E-Crime & Law
Enforcement

Information SharingCyber R&D

Diplomacy & Trade

Defense & Crisis
Response

Cyber Ready

Slovakia

Slovak Republic Cyber Readiness Assessment (2019).
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1. NATIONAL STRATEGY
In 2016, the digital economy already accounted 
for 5.9 percent of Slovakia’s GDP or €4.8 bil-
lion out of €81.2 billion (~$5.4 billion out of 
~$91.1 billion).32 Then-Deputy Prime Minister 
for Investments and Informatization for Slovakia 
and today’s Prime Minister, Peter Pellegrini, 
recognized that the digital transformation 
offered Slovakia the chance to regain a lead-
ership role in the region. He also acknowl-
edged that Slovakia was lagging behind in 
ICT innovation, research, and development 
because the country had suffered insufficient 
investment under one-party rule. It was not until 
the reforms of the early 2000s that Slovakia 
began to rebuild its economy and create a 
business environment that might attract for-
eign investors.33 He conceded that Slovakia 
needed capital infusion to enable a digital 
transformation and promote innovation.

Since 2001, Slovakia published several 
national-level plans to promote the digiti-
zation of the country’s government services 
and operations. These strategies were devel-
oped in line with EU priorities and goals 
set forth by many documents including: the 
European Information Society for Growth and 
Employment (an initiative launched as part 
of the 2000-2010 Lisbon Agenda,)34 various 
iterations of the eEurope Plan of Action(s)35 
and EU e-Government action plan(s), the 2010 
Digital Agenda for Europe 2020, and finally 
the 2015 EU Digital Single Market Strategy.

In 2001 – before its accession to the EU in 
2004 – the Slovak government adopted its 
first “Information Society Policy of the Slovak 
Republic,” which declared the government’s 
strategic intent to develop an information 
society and become more connected.36 This 

strategy was followed by the 2004 “National 
Strategy for Information Society” and accom-
panying action plan. These two foundational 
documents outlined priorities for telecom-
munications investments and to create the 
necessary technical skills to help society gain 
access to information and contribute to the 
digital economy.37 The plan was evaluated 
on an annual basis, yet progress against the 
goals were limited likely due to inadequate 
funding. The government codified this strat-
egy into law and assigned the Ministry of 
Finance, in collaboration with the Govern-
ment Plenipotentiary for Information Society, 
as the responsible entity for developing an 
information society under the Prime Minis-
ter (i.e., state administration) and creating 
a stable digital economy.38

Over the next decade, Slovakia published 
a number of plans to advance the country’s 
development. These initiatives, listed on the 
following page, included beginning to invest 
in broadband infrastructure, digitizing citi-
zen-facing services, advancing digital literacy 
and inclusion, and promoting the need to 
protect data.

In 2016, then-Deputy Prime 
Minister for Investments 

and Informatization Peter 
Pellegrini recognized that the 
digital transformation offered 

Slovakia the chance to regain a 
leadership role in the region.
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•	 The 2004 “Sustainable Development 
Action Plan for 2005-2010”;

•	 The 2005 “Competitiveness Strategy for 
the Slovak Republic until 2010” adopted 
in direct response to the 2000 EU Lisbon 
Strategy;

•	 Two National Reform Programs (2006-
2008 and 2008-2010);39

•	 The 2008 “Information Society Strategy for 
2009-2013,” which built upon the experi-
ence of its predecessor while considering 
the ongoing economic crisis that swept 
through Europe in the late 2000s;40

•	 The 2008 “National e-Government Strat-
egy” and an ambitious national master 
plan, which called for the development of 
a national strategy for information security 
“with the aim of providing cyberspace 
protection” in Slovakia;41

•	 The 2008 “National Strategy of the Slovak 
Republic for Digital Integration”;42

•	 Two national broadband strategies (one 
for 2009-2013 and one for 2011 with no 
expiration date);

•	 The 2012 national “Operational Program 
Information Society.”43

 
In 2014, the Ministry of Finance released 
another national digital strategy – the “Strategic 
Document for Digital Growth and Next Gen-
eration Access Infrastructure (2014-2020).”44 
This strategy built on the seven pillars of the 
2010 Digital Agenda for Europe 2020 and its 
2012 revised version. It identified priorities 
and specific actions to help foster wider use 

of ICTs, ensure safe and secure access to 
digital services, and expand e-governance 
processes in Slovakia. It had four key priorities: 
“encouraging economic growth, boosting 
competitiveness, enhancing economic with 
a higher value added, and increasing effec-
tiveness of public administration.”45

It recognized that the digital economy already 
represented 4.6 percent of Slovakia’s GDP 
in the first half of 2012, making the digital 
economy outperform other sectors such as 
agriculture, banking, construction, and retail. 
It also acknowledged that Slovakia’s digital 
economy had a considerable potential for 
further growth to approach the level of such 
countries as Hungary, Finland, Sweden, and 
Estonia, where the digital economy already 
accounted for 5 to 5.5 percent of their GDP, 
and that broadband and productivity gains 
could contribute an additional 2.3 percent 
to national GDP growth.46

The 2014 “Strategic Document 
for Digital Growth and 

Next Generation Access 
Infrastructure” acknowledged 
that Slovakia’s digital economy 
had a considerable potential 

for further growth.

Moreover, the 2014 national digital strategy 
recognized the importance of increasing the 
security of electronic services and systems, 
with an emphasis on protecting personal 
data and privacy, modernizing and pro-
tecting critical infrastructure, developing 
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processes to handle security breaches, and 
aligning national strategies and policies with 
the 2013 EU “Cybersecurity Strategy along 
with the draft directive concerning network 
and information security (NIS) submitted by 
the Commission. … The goal of the specific 
measures [was] to increase cyber resilience 
of information systems, reduce cyber crime, 
and reinforce cyber defense policy and capa-
bilities” in line with the EU Common Security 
and Defense Policy (CSDP).47 The document 
also identified funding and resources for spe-
cific priorities, such as providing electronic 
services for citizens and businesses, securing 
the networks of the public administration, 
and expanding broadband connectivity, etc.

Slovakia’s initiatives have been significantly 
dependent on the receipt of EU funding, 
especially in a fiscally-constrained environ-
ment. Only 44 percent or € 2.3 billion (~$2.6 
billion) of funding to implement the 2014 
strategy came from the state budget. The rest 
came through a combination of EU Structural 
and Investment Funds, such as the Euro-
pean Regional Development Fund (ERDF), 
and private funding and investments. This 
digital strategy has since served as the basis 
for subsequent initiatives aimed at digitiz-
ing citizen-facing services and developing a 

knowledge-based society in Slovakia. A new 
Digital Transformation Strategy is expected 
to be published in May 2019. The projects 
proposed in this strategy will likely build on 
previous strategies – focused on the “dig-
ital citizen” and providing free access to 
high-quality public services and healthcare.48

In announcing this new digital strategy, Deputy 
Prime Minister Raši emphasized that citizens 
will also have increased transparency regard-
ing how the government and private sector 
are collecting and using their personal data. 
The document will outline the government’s 
priorities to transition to mobile IDs and 
migrate all services and platforms (banking, 
healthcare, social security, etc.) online. He 
reiterated the government’s motto “Jedenkrát 
a dost” (“Once is enough”), meaning all cit-
izens should only have to be identified with 
one digital ID to access all public services. As 
the country continues to become more digi-
tized, however, it must also mitigate the risks 
resulting from its hyper-connectivity ensuring 
that ICT systems do not suffer from breach, 
disruption, or destruction.

Slovakia became more focused on the need 
for cyber defense in 2008 as a result of the 
incidents in Estonia and then Georgia. Its 
national leaders recognized the need to pro-
tect their digital environment by reducing 
the overall level of cyber security risk within 
and across borders. After the publication 
of the 2008 e-Government strategy, which 
had called for the development of a national 
strategy for information security, the Ministry 
of Finance published the “National Strategy 
for Information Security (NSIS) 2009-2013.” 
This first-of-its-kind document focused on 
an information security policy, with an out-
line of the institutional and organizational 

Slovakia’s initiatives aimed at 
digitizing citizen-facing services 
and developing a knowledge-

based society have been 
significantly dependent on 
the receipt of EU funding.
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structure and long-term strategic objectives 
in the field of information security. At that 
time, the Ministry of Finance served as the 
national authority for information security 
pertaining to all unclassified information in 
public administration and the general public. 
The Ministry of Finance was also responsible 
for developing and implementing both the 
digital and national cyber security strategies.49 
Classified information protection, cryptographic 
services, electronic signatures (expanded to 
trust services in 2016), and cooperating with 
foreign national security authorities and inter-
national organizations were the responsibility 
of the National Security Authority (Národný 
ezpečnostný úrad, NBU).50

directly aligned the NSIS to the EU’s relevant 
documents as well to the interests articulated 
in OECD and NATO’s policies. The action 
plan and the “Report on the Performance of 
Tasks of the NSIS” set clear milestones and 
objectives for each initiative and assigned 
specific tasks to government agencies for 
implementation. For example, the Ministry of 
Interior was assigned responsibility to man-
age crises and protect CII. The Ministry of 
Telecommunication continued its responsi-
bility over Internet Service Providers (ISPs). 
The NBU continued its role in protecting 
classified information and managing digital 
certificates. The Ministry of Justice contin-
ued to apply existing laws and combat cyber 
crime. It also outlined a national governance 
roadmap for cyber security and stated that 
its initiatives would be financially supported 
by the EU OPIS program.

After the publication of the NSIS strategy, 
Slovakia began reorganizing its institutional 
and organizational structures. It began to 
update laws and regulations to address the 
growing threat of cyber crime and increase 
capacity to address other cyber threats. 
Understanding that ISPs could and should 
undertake more responsibility in national 
defense, the country began to address the 
regulatory shortfalls in the security of informa-
tion and communication systems. Through its 
national Computer and Emergency Response 
Team (SK-CERT), Slovakia began building the 
capacity to implement measures to manage 
cyber incidents.

In 2013, other national security entities began 
discussing the dangers of Slovakia’s cyber 
insecurity. The Slovak Ministry of Defense 
(MoD) published its “White Paper on Defense 
of the Slovak Republic,”51 noting that Slova-
kia must take the necessary steps to prevent 

From 2008 to 2015, the Ministry 
of Finance was the entity 

responsible for implementing 
both the digital and national 

cyber security strategies.

The NSIS was an important first step in dis-
cussing information security policy at the 
national level. The NSIS defined the coun-
try’s strategic goals in a number of areas, 
including: protecting CII, raising awareness 
and digital skills, developing secure digital 
environments with technical, operational 
and strategic controls, ensuring the secu-
rity of and defending public administration 
information infrastructures, and engaging in 
national and international cooperation efforts. 
The accompanying 2010 “Action Plan for 
2009 to 2013 for the National Information 
Security Strategy of the Slovak Republic” 
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threats that could cause significant or irre-
coverable damage that could undermine the 
credibility of the state. The Security Council 
of the Slovak Republic began adding the 
topic of cyber threats to its annual reports 
on the security risks to the country. Even 
so, Slovakia recognized that its approach to 
cyber security was still fragmented. In 2015, 
with the publication of the “Cyber Security 
Concept of the Slovak Republic for 2015-
2020,” the government entities responsi-
ble for cyber security were reorganized yet 
again.52 In January 2016, NBU was elevated 
to become the national competent authority 
with the responsibility for managing national 
cyber security.53

vakia had a critical assessment of its cyber 
security posture and noted many shortfalls 
that the strategy intended to address. These 
included “the field of cyber security in the 
Slovak Republic [was still] not integrally and 
consistently regulated at a national strategic 
level.”55 The document explains that “cyber 
threats [were still] not generally seen as a 
sufficiently urgent problem,” and that the 
country was still lacking a national framework 
for “systematic, coordinated, and efficient 
collaboration” among its key stakeholders.56

In 2016, the government released an “Action 
Plan for the Implementation of the Cyber 
Security Concept of the Slovak Republic for 
2015-2020.”57 The two documents taken 
together constitute a broader approach to 
cyber security “creating the conditions to build 
up national cyber capabilities” and ensuring 
“adequate protection (and security) of state 
cyberspace from potential threats.”58 Both 
the strategy and action plan acknowledged 
the national security and economic risks of 
cyber insecurity. The common strategic goal 
was to “establish an open, secure, and pro-
tected national cyberspace.” The strategy 
laid out seven strategic areas to adequately 
address cyber risks and threats, including:

1.	 Building of institutional framework for cyber 
security administration, which emphasizes 
the establishment of a National Incident 
Resolution Unit and several incident res-
olution units;

2.	 Creating and adopting a legal framework 
for cyber security;

3.	 Developing and applying basic mech-
anisms to secure the administration of 
cyberspace;

In 2016, after the publication 
of the “Cyber Security Concept 
of the Slovak Republic,” NBU 

was elevated to become 
the national competent 

authority for cyber security.

At the same time, the Committee for Cyber 
Security54 was established within the Security 
Council of the Slovak Republic. Together, 
they confirm Slovakia’s national security 
priorities including those related to cyber. 
These priorities, reflected in the 2015 strat-
egy, also took into account Europe’s cyber 
priorities as reflected by both the 2010 NATO 
Defence Strategy and the 2013 EU Cyber 
Security Strategy. Slovakia’s strategy also 
incorporated many of the requirements of 
the forthcoming EU Directive on Network 
and Information Security (NIS Directive). Slo-
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4.	 Supporting, formulating, and adopting 
an education system in the area of cyber 
security;

5.	 Defining and adopting a risk manage-
ment culture and communication system 
between stakeholders;

6.	 Actively participating in international 
cooperation; and

7.	 Supporting cyber security science and 
research.

The strategy also addressed the importance 
of cooperation with the private sector, espe-
cially in regard to the development of a risk 
management culture and information sharing 
framework. It noted the importance of collab-
oration between its government ministries, 
public and private sectors, and national and 
global institutions.59 It also called for the cre-
ation of a formal platform for collaboration 
and cooperation, especially on education 
and training.

The high-level goals in this strategy were further 
detailed in its accompanying Action Plan.60 
Each task was assigned to the sector-specific 
agency/ministry (e.g., interior, economy, 
finance, and defense, and the National Inci-
dent Resolution Unit) for implementation.61 
Early successes of the plan include: assigning 
NBU the mission for national cyber security; 
establishing a National Cyber Security Inci-
dent Response Team (National SK-CERT); 
implementing an alert, incident reporting, 
and information exchange system (i.e., the 
Cybersecurity Single Information System); 
promoting ad hoc legislation and regulations 
in line with EU policies and other international 
obligations; and establishing mechanisms 
for the protection of CII.

The implementation of the action plan was 
funded through EU operational programs, 
ministry funding programs, and the NBU 
budget, but exact allocations were unspeci-
fied.62 NBU’s 2018 funding was €9.051 million 
(~$10.2 million) for the broad spectrum of 
its existing missions including cyber security. 
It is unclear how the funds will be divided 
by mission area.

The recommendations and action plan, as 
well as the key components of the NIS Direc-
tive, were codified in the 2018 Cybersecurity 
Act, which served as the foundation for “the 
subsequent creation of regulations, stan-
dards, methodical instructions, rules, security 
policies and other instruments necessary to 
provide for cyber security.”63 The law offi-
cially elevated the role of NBU (Articles 4 
and 5).64 NBU’s responsibilities for national 
cyber security now include:65

•	 Assessing the effectiveness of the national 
cyber security strategy and, in cooper-
ation with the respective state authori-
ties, producing an annual report on the 
country’s state of cyber security that is 
submitted for approval to the Committee 
for Cyber Security of the Security Council 
(which functions as an advisory body to 
the Prime Minister);66

•	 Developing cyber security-related national 
policies, regulations, standards, action 
plans, and methodologies, and directing 
and monitoring their implementation;

•	 Formulating incident response poli-
cies, plans, and procedures to handle 
national-level cyber security incidents, 
issuing alerts and warnings about serious 
cyber security incidents, accrediting incident 
resolution (CSIRT) units, and supervising 
their activities;
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Ministry of Economy 
(Industry sectors)

Ministry of Defense 
(Defense sector)

Other Ministries 
(Other sectors & sub-

sectors)

Security Council of the Slovak 
Republic

Advisory body to the PM

Deputy Prime Minister for 
Investments and 
Informatization 

(Public administration sector)

Develops, implements, and oversees the 
national digital investment strategies 

and digitization processes

Government CSIRT Sector & subsector 
CERT/CSIRT(s)

Special units responsible 
for incident response/

handling
Industry CSIRT CSIRT.MIL.SK

Sets vision, strategy, and  
assesses security risks

Chairman of the 
Government of the 

Slovak Republic  
(Prime Minister) 

National Council of the 
Slovak Republic 

(Parliament) 
Approves domestic legislation, 

constitutional laws, military 
operations, and the annual budget.

Committee for 
Cyber Security

National Security Authority (NBÚ)  
 Sets standards, operational procedures, and policies for cyber security including developing the  

Cyber Security Concept (national cyber security strategy)

•	 Serving as the national point of contact 
(POC) for cyber security and defense 
for foreign entities and ensuring coop-
eration with the respective POCs at the 
EU and NATO;

•	 Representing Slovakia in international fora 
dedicated to cyber security and coor-
dinating the execution of tasks to fulfill 
international cooperation agreements;

•	 Monitoring the national cyberspace by 
gathering, analyzing, and evaluating 
information on current and potential 
cyber threats;

•	 Administering and operating the Cyber-
security Single Information System – the 
country’s national information sharing 
platform.

Slovakia has made significant progress since 
the early 2000s to advance its digital econ-
omy and shore up its cyber defense. From 
2008 up until the publication of the 2015 
national cyber security strategy, the Ministry 
of Finance was in charge of both the digital 
agenda and small components of information 
security. In 2015, the missions were sepa-
rated, and the country began a new focus 
on cyber defense. Today, the Office of the 
Deputy Prime Minister for Investments and 
Informatization leads the digitization of the 
country and the economic priorities (aligning 
Slovakia to the EU Single Digital Market), 
whereas the NBU leads cyber security and 
cyber resilience. In the event of a major cyber 
incident, the Military Intelligence will assume 
responsibility for defending the country.

Figure 1: Slovakia Cyber Security Organizational Chart.
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It is unclear how Slovakia is aligning its short 
and long-term priorities for the country. Effec-
tive risk management requires the country’s 
leadership to understand what it values most, 
outline what is most important to protect 
(e.g., companies, services, infrastructures, 
and assets), and demonstrate that it is will-
ing to invest the political capital, executive 
time, money, and resources needed for this 
protection. Slovakia continues to enumerate 
economic and security aspirations without 
clearly ensuring that they build on each other 
and can mutually be realized (operational-
ized). It is unclear if both the economic and 
national security considerations are addressed 
in the Security Council – or even in the Prime 
Minister’s (state administration) office.

Slovakia is already one of the more vulnerable 
countries to cyber crime in Europe. Moreover, 
because of its role in both the EU and NATO, 
it has become the target of state-sponsored 
espionage. NBU must champion the cyber 
security and resilience considerations as part 
of the country’s planning process. Slovakia 
cannot afford to slip in the execution of its 
2015 national cyber security strategy’s risk 
reduction measures.

Slovakia has set high expectations for itself, 
including ensuring that its digital economy 
grows to the proportions of northern Euro-
pean countries (e.g., Sweden). There are also 
growing expectations from international insti-
tutions that it will commit to and meet the 
requirements set forth by the EU, NATO, and 
OECD. Communicating what is at stake and 
improving overall risk awareness is important 
at every level – from government leaders to 
every citizen. NBU will have to put cyber security 
in context by explaining why each initiative 
will help reduce economic and societal risk. 
Establishing clear lines of accountability and 

responsibility, and successfully achieving each 
milestone will begin to establish credibility 
and foster confidence in Slovakia’s ability 
to defend its digital future. As international 
institutions, businesses, investors, and citi-
zens gain their confidence, Slovakia will likely 
see the much-needed infusion of capital to 
continue to accelerate its economic growth 
and innovation.

2. INCIDENT RESPONSE
The 2018 Cybersecurity Act detailed the 
processes and competent bodies respon-
sible for cyber security incident handling, 
but Slovakia does not have a consolidated, 
single national incident response plan. The 
2018 law assigned NBU the overall respon-
sibility for handling domestic cyber security 
incidents, coordinating response activities 
at the national level, producing reports on 
cyber security incidents, issuing alerts and 
warnings about serious cyber security inci-
dents (through the Cybersecurity Single 
Information System), and cooperating with 
international organization and authorities to 
handle cross-border cyber security incidents. 
Different entities are operationally respon-
sible, including the national Computer and 
Emergency Response Team (SK-CERT, under 
NBU), the government CSIRT unit (under 
the Office of the Deputy Prime Minister for 

The 2018 Cybersecurity Act 
assigned NBU the overall 
responsibility for handling 

domestic cyber security incidents 
and coordinating response 

activities at the national level.
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Investments and Informatization), the industry 
CSIRT under the Ministry of Economy, and 
the CSIRT.MIL.SK (under the Military Intel-
ligence of the Slovak Republic within the 
MoD). NBU is also tasked with establishing 
preventive measures to prevent and mitigate 
cyber incidents before they occur.67

Moreover, the 2018 Cybersecurity Act (Arti-
cle 27) clarified the mission and tasks of the 
Cybersecurity Single Information System.68 
This system is a platform intended to man-
age, coordinate, and inspect the activities 
of state administrations and CSIRT units in 
the field of cyber security. It is administered 
and operated by NBU and is not fully oper-
ational yet. This platform will also gather, 
process, and evaluate information so that 
the state of cyber security in Slovakia can 
be assessed. Operators of essential services 
and digital service providers are required to 
report cyber security incidents via this sys-
tem. In the event of a serious cyber security 
incident, NBU can issue urgent alerts both 
through the Cybersecurity Single Information 
System, the mass media, and the Central 
Portal of Public Administration. NBU then 
decides which CSIRT unit and/or operator of 
essential service or provider of digital service 
is responsible for handling the actual incident 
and directs specific reactive measures to be 
carried out by those entities. If NBU exhausts 
all manners of handling a serious cyber inci-
dent, it must then submit information about 
the perceived impacts of the event on the 
security of the country to the government’s 
Security Council as part of the procedure 
for crisis situation handling. Depending on 
how grave the threat is, NBU will contact 
and inform the Military Intelligence.

Assessing the severity and impact of malicious 
cyber activity on individuals and organizations 
in Slovakia has been somewhat difficult in 
the past because of the lack of official sta-
tistics outside of the public sector and the 
propensity of victims not to report incidents 
or notify authorities. According to several 
studies and data collected by EU agencies, 
Slovakia is one of the countries most vul-
nerable to cyber crime in the EU, along with 
Malta, Greece, Spain, and Lithuania.69 In 2018, 
SK-CERT reported around 1,500 denial of 
service attacks and 5,000 cases of malware 
in the country.70

SK-CERT, as it is known today, was established 
in 2016 under NBU.71 However, Slovakia has 
had a national CSIRT-type unit since at least 
2009, when it established the Cyber Pro-
tection Department of Information Security 
and Electronic Signature within the NBU’s 
organizational structure. This department 
included a Department of Computer Security 
and Incident Response, which was renamed 
the Computer Security Incident Response 
Center (CS-CSIRC) in 2011.72 CS-CSIRC also 
served as the national POC for the NATO 
Cyber Protection and the European Warning 
System, NSIAM (which expired on July 1, 
2017). The unit kept developing its operational 
activities and, in 2014, NBU established a 
Security and Operational Monitoring Cen-
ter (SK-CSIRC) and expanded its activities 
to include “the role of guarantor for cyber 
security in the National Security Analytical 
Center.” In 2016, NBU established a new 
specialized national unit SK-CERT. The original 
CS-CSIRC unit has dissolved by incorporation 
into SK-CERT.
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Today, SK-CERT is responsible for a series of 
proactive, reactive, and educational services, 
including the following:

•	 Monitoring adherence to security stan-
dards in public administration informa-
tion systems and determines the status 
of security;

•	 Providing services associated with the 
actual handling of incidents for their con-
stituency and different levels of support 
depending on the type and severity of 
a particular event;

•	 Coordinating national security incident 
resolution and restoration of information 
systems in cooperation with the owners 
and operators of the systems concerned;

•	 Issuing security bulletins and alerts contain-
ing information on cyber threats, product 
vulnerabilities, cyber security incidents, 
and other cyber-related information;

•	 Conducting regular analysis and assess-
ments of incidents, vulnerabilities, mal-
ware, and threats at the national level;

•	 Promoting cyber security awareness by 
publishing articles, promoting best prac-
tices, providing advice and delivering 
recommendations;

•	 Serving as an active member of the Forum 
of Incident Response and Security Teams 
(FIRST) and shares information with national 
and international partners; and

•	 Offering cyber security education and 
training.73

The national SK-CERT is 
responsible for a series of 
proactive, reactive, and 

educational services.

Figure 2: Evolution of national CSIRT-type unit in Slovakia.
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With the passage of the Cybersecurity Act 
in 2018, NBU was officially defined as “the 
National CSIRT Unit,” in line with the require-
ments of the 2013 EU strategy for “An Open, 
Safe and Secure Cyberspace” and subsequent 
EU Cyber Security Directive. However, the 
specific tasks of a national CSIRT continue 
to be performed by SK-CERT. It now has 
a broader mandate and must perform the 
following tasks:

•	 Fulfill notification and reporting obliga-
tions to the competent authorities of the 
EU and NATO;

•	 Cooperate with central authorities, other 
state administration bodies, CSIRT units, 
basic service providers, digital service 
providers, and international partners;

•	 Impose specific obligations over service 
providers and digital service providers 
to react in the event of an incident and 
approve the provider’s security measures;

•	 Receive national and international reports 
on cyber security incidents and cooper-
ate with international organizations and 
authorities of other states in handling 
transnational cyber incidents.74

The 2015 national cyber security strategy did 
not identify the country’s critical infrastruc-
tures, services, assets, or companies. After 
the publication of the 2016 NIS Directive, 
Slovakia was required to identify the critical 
providers in the following categories: bank-
ing, transportation, digital infrastructure, 
energy, financial services, postal services, 
electronic communications, healthcare, and 
public administration.75

The obligations for providers of CII services 
were codified in the 2018 Cybersecurity Act, 
as required by the NIS Directive. Slovakia 
created a national registry and each key 
operator or provider is entered in the register 
along with the competent authority respon-
sible for overseeing them. Articles 8, 24, 
and 25 of the 2018 Cybersecurity Act detail 
duties and responsibilities of operators of 
essential services and digital service provid-
ers, and rules and obligations for reporting 
and responding to specific cyber security 
incidents.76 They use the Cybersecurity Sin-
gle Information System to report, manage, 
and share information, receive alerts and 
warnings, and when required, coordinate 
cyber security incident response.77 There 
is a non-public, invitation-only part of the 
platform reserved exclusively to operators 
of essential services and providers of digital 
services that is accessed by government 
agencies including accredited CSIRT units, 
the National Bank of Slovakia, the Office for 
Personal Data Protection, and other gov-
ernment entities upon approval of the NBU.

In addition, there is a public administration 
CSIRT that was created under the Ministry 
of Finance in 2009. In 2016, it was transi-
tioned to the Office of the Deputy Prime 
Minister for Investments and Informatization 
and was renamed to government CSIRT 
unit (CSIRT.SK).78 This unit is responsible for 
handling cyber security incidents in public 
administration information systems and for 
providing preventive and reactive services, 
including the publication of monthly reports 
of cyber security incidents in Slovakia and 
around the world.
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In September 2018, the Deputy Prime Min-
ister’s Office announced a new project – the 
“National System for Cyber Security Inci-
dent Management in the Public Adminis-
tration.” It was proposed in cooperation 
with the National Agency for Network and 
Electronic Services (NASES), the Slovak 
Information Service, and NBU. The project 
received €45 million (~$51 million) first to 
focus on the security of the government’s 
operations and then to concentrate work 
on other national priorities. The money will 
be used to build out a government’s Secu-
rity Operation Center (SOC) and create a 
department for IT auditing within the DPM 
Cybersecurity Division. It will also be used to 
help the government CSIRT.SK implement 
preventive measures to thwart security inci-
dents.79 The new government SOC, audit 
team, governance, and CSIRT.SK will be 
staffed with about 60-70 employees.

Within public administration, the Deputy 
Prime Minister’s Office is also transitioning 
to electronic means of communication across 
all departments as well as standardizing 
Service-Level Agreements (SLAs) and con-
tracts to move toward better IT governance.80 
As the country continues to become more 
digitized, however, it must also understand 
that its hyper-connectivity may lead to ICT 
system breakdowns and breaches of confi-
dentiality, accessibility, and data integrity. 
Slovakia has yet to develop a plan for the 
potential degradation of its various national 
digital services and especially its eID system, 
which will soon become the mobile ID system.

In 2002, in line with EU data protection 
requirements, Slovakia established a Data 
Protection Authority – the Office for Personal 
Data Protection. This office is an indepen-
dent state authority tasked with supervis-

ing compliance by both governmental and 
non-governmental entities with all Slova-
kian data protection and privacy laws. It has 
the authority to summon data controllers 
or processors to investigate alleged legal 
infringement of data protection obligations 
and can force organizations to release the 
information concerning the breach of pro-
tection of personal data.81 It also acts as the 
national regulator for the implementation 
of the EU General Data Protection Regu-
lation (GDPR) requirements. The Office is 
one of the five competent authorities that 
can access information in real time via the 
Cybersecurity Single Information System.

Finally, SK-CERT has conducted national 
cyber security exercises – mostly focused on 
technical aspects – in 2011 and 2013 (Slovak 
Information Security Exercise) organized in 
cooperation with the Ministry of Finance 
and aimed at critical infrastructure protec-
tion.82 Both the government CSIRT.SK and 
the national SK-CERT regularly participate 
in multi-national cyber security exercises 
organized by the EU (e.g., Cyber Europe), 
NATO (e.g., Cyber Coalition), the NATO 
Cooperative Cyber Defence Centre of Excel-
lence (CCD CoE) (e.g., Locked Shields), the 
EU Agency for Cybersecurity (ENISA) (e.g., 
CyberSOPEX), and many others.83

Slovakia is improving its capability to detect, 
repel, and contain sophisticated threats to 
its networked infrastructures and services. 
The NBU is beginning to field the latest 
technologies to improve the country’s situa-
tion awareness of emerging threats. Finally, 
Slovakia has just begun to develop the 
necessary national capabilities to increase 
its preparedness by conducting continu-
ity planning and response preparation for 
large-scale cyber crises.
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3. E-CRIME AND LAW 
ENFORCEMENT
In 2005, Slovakia signed – and in 2008 rat-
ified – the Council of Europe Convention 
on Cybercrime (commonly known as the 
“Budapest Convention”). While Slovakia 
has amended and strengthened its domestic 
legislation and regulations to include com-
puter crimes, “cyber crime is not treated by 
law as a special category of crimes, which 
is also why statistics on cyber crime cases 
are not fully available.”84 The term “cyber 
crime” has not been explicitly defined in 
the Slovak Penal Code or in a similar nor-
mative legal act. However, the Penal Code 
does recognize and stipulate the facts of 
individual criminal offense for “unauthorized 
access to” or “unauthorized intervention in” 
computer systems or computer data, or for 
using, procuring, or possessing a computer 
to commit a criminal offense. Taken together, 
these provisions form the normative frame-
work on cyber crime in Slovakia.

probably due to the fact that several studies 
have ranked Slovakia as one of the most 
vulnerable countries to cyber crime in the 
EU, along with Malta, Greece, Spain, and 
Lithuania.85

In order to meet EU expectations, Slovakia 
has transposed the 2013 EU Parliament and 
EU Council “Directive on Attacks against 
Information Systems” and extended the legal 
regulation under its Penal Code to identify 
a wider complex of cyber crime acts. It has 
also made the legal regulation of criminal 
liability of legal entities more precise under a 
separate law.86 Collecting statistics on com-
puter crimes and e-crime remains cumber-
some. Statistics in the Prosecution Service 
are compiled separately from the statistics of 
the Police Force, Slovak courts, SK-CSIRT, or 
the private sector, and there is no common 
database to show all the criminal offenses 
related to computer crime. However, efforts 
have been made to upgrade the accuracy 
and interoperability of relevant public data-
bases and to use a common taxonomy as 
suggested by the EU as a basis to collect 
data on cyber crime.

In 2014, the Constitutional Court of Slo-
vakia issued a resolution that included a 
non-preservation of data clause, which had a 
negative impact on the detection, investigation, 
and prosecution of computer crimes in the 
Slovak Republic. It also slowed cross-border 
law enforcement exchange of information 
because there was no requirement to report 
incidents or retain data. This, in turn, also 
hampered international legal assistance in 
some cyber crime cases.87 In that same year, 
Slovak prosecutorial authorities had to develop 
a special process with the U.S. authorities to 
request expedited preservation of computer 

In 2005, Slovakia signed 
– and in 2008 ratified – 
the Council of Europe 

Convention on Cybercrime.

The methods to combat cyber crime have 
also been incorporated in other strategies 
and action plans, such as the “Strategy on 
the Prevention of Crime and Other Antiso-
cial Activities in the Slovak Republic for the 
years 2012-2015.” This strategy stated that 
the seriousness of cyber crime and incident 
rate reduction was a national priority. This is 
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data and accelerate cooperation. In 2017, the 
law on data protection was amended mak-
ing incident reporting mandatory for certain 
categories of businesses (in line with the NIS 
Directive) and allowing for the processing of 
personal data for the purposes of prevention, 
investigation, detection or prosecution of 
criminal offenses.88

The Slovak data retention law was also updated 
in line with the EU Data Retention Directives 
(DRD). The law requires ISPs and telecom 
companies to retain users’ data for a certain 
period of time. This data must be accessible 
by law enforcement authorities to combat 
crime, terrorism, and other domestic issues. 
Slovakia now requires ISPs and telecom services 
to keep a check on the communications of 
all citizens – even those citizens who are not 
suspected or convicted of a crime – and law 
enforcement officials can demand access to 
the data for any reason. Moreover, in line with 
European requirements, ISPs are expected 
to store data of other service providers, data 
locations, and six months of communication 
parties’ data in cases of email, Internet, and 
voice over IP (VoIP) communication, or one 
year of information for other communications.89 
Critics fear that these measures violate privacy, 
data protection, and freedom of expression 
in Slovakia.

While Slovakia has not established special-
ized units in the Police or Prosecution Ser-
vice dedicated specifically to carrying out 
investigations or prosecutions of cyber crime, 
it did set up a Cybercrime Unit within the 
Criminal Police Bureau at the Presidium of 
the Police Force in 2015. The unit is respon-
sible for criminal intelligence activities. In 
addition, the Ministry of Interior received 
over €220,000 (~$246,960) from the Euro-
pean Commission under the 2013 “Illegal 

Use of Internet” call for proposals to set up 
this specialized cyber crime unit and to fulfill 
the objectives laid out in the Slovak Police 
Strategy for the 2014-2020 programming 
period.90 The objectives included setting up 
an integrated national system for reporting 
and monitoring illegal content on the Inter-
net, modernizing methods and tools, and 
procuring technical equipment for detecting 
and investigating computer security related 
to criminal activity. The strategy also calls for 
the development and implementation of new 
programs for police training and education 
in the field of prevention and fight against 
crime, with an emphasis on radicalism and 
terrorism in connection with cyber crime.

The Cybercrime Unit has been growing in 
terms of capacity and missions since 2015 
and it supports local authorities in their 
investigations of cyber crimes by promoting 
exchange of information, monitoring illegal 
activities on the Internet, ensuring the col-
lection of lessons learned from casework, 
and facilitating training in this field. How-
ever, Slovakia has generally lagged behind 
other EU countries in the establishment of 
specific training and capacity building pro-
grams for enabling court judges, prosecutors, 
lawyers, law enforcement officials, forensics 
specialists, and other investigators to better 
fight cyber crime. The 2016 Action Plan that 
accompanied the 2015 national cyber security 
strategy emphasized the need to strengthen 
education in the area of information and 
cyber security within judicial authorities, and 
proposed the introduction of a minimum 
level of education for all judges and prose-
cutors at all levels.91 More recently, Slovak 
authorities have launched various training and 
capacity building activities for practitioners, 
which are organized by various academies. 
They have also put forward different efforts 
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to prevent and raise awareness about cyber 
crime, including supporting the activities of 
the non-profit organization e-Slovensko that 
operates the Slovak Awareness Center under 
the EU Safer Internet Programme. E-Slovensko’s 
goal is to raise awareness about cyber secu-
rity among the public, especially children 
and youth, in order to teach them how to 
behave responsibly when using new online 
technologies. The Slovak Awareness Cen-
ter performs various activities, hosts social 
events, and produces promotional materials 
to raise awareness about safer use of online 
technologies.92

cyber crime capacity building in the country, 
and developed a competency framework to 
deliver additional educational programs to 
Slovakian law enforcement personnel.

Slovakia cooperates closely with the European 
Cybercrime Centre (EC3) and Europol, and 
has an Interpol national bureau operating 
from Bratislava that serves as a 24x7 contact 
point, as per the provisions of the Budapest 
Convention. The General Prosecutor’s office 
and the International Law Department within 
the Ministry of Justice regularly send their 
representatives to the European Judicial 
Cybercrime Network, including the kick-off 
meeting held in 2016. They also take part 
in other initiatives promoted by the Coun-
cil of Europe on Criminal Justice in Cyber-
space and the Organisation for Security and 
Co-operation in Europe (OSCE).

Despite recent efforts to reduce the rate and 
risk of computer-related crimes, Slovakia con-
tinues to be plagued by higher cyber crime 
activities than most of its neighbors. This is 
caused by a combination of lack of aware-
ness of the threats to the country’s digital 
infrastructures and services, an inadequate 
investment to provision secure and resilient 
products and services, and a high rate of 
infection of Slovakia’s digital devices and 
infrastructures. These infections and intru-
sions enable illicit and illegal activities. Slo-
vakia’s maturity and commitment to reduc-
ing criminal activities that affect the country 
and to combating transnational crime need 
acceleration. In order to bring the country in 
line with European and global expectations 
and to meet the needs of a healthy digital 
economy, Slovakia may need to increase 
its efforts with law enforcement agencies, 
ISPs, and international partners to reduce 
the pathways for cyber crime.

The e-Slovensko’s mission is to 
raise awareness about cyber 
security among the public, 

especially children and youth.

In 2014, the Slovak Ministry of Interior launched 
a project in collaboration with the University 
College in Dublin (UCD) and e-Slovensko 
to support capacity building efforts and 
to deliver effective and appropriate cyber 
crime training programs for Slovakian law 
enforcement personnel.93 The project was 
co-funded by the EU Prevention of and Fight 
against Crime Programme. As part of this 
project, UCD organized a number of study 
visits for various representatives of the Slova-
kian Police and delivered specialized training 
for professionals, investigators, and techni-
cal experts. It also produced a report that 
reviewed current provisions for law enforcement 
training in digital forensics and cyber crime 
investigations, identified best practices in 
these areas, provided recommendations for 
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4. INFORMATION SHARING
As stated in the 2015 national cyber security 
strategy and its action plan, Slovakia recog-
nizes that an efficient and secure system for 
the exchange of information between the 
public and private sectors, as well as with 
other relevant actors in the national cyber-
space, is necessary to ensure the protection 
of cyberspace.94 The action plan included 
practical recommendations to create an 
effective, national-level model of cooperation 
among relevant entities within the national 
cyber security architecture, and to imple-
ment a system for reporting, responding to, 
and exchanging relevant information about 
cyber security incidents. These recommen-
dations resulted in the development of the 
Cybersecurity Single Information System. 
In 2018, with the passage of the Cybersecurity 
Act, Slovakia formally established the Cyber-
security Single Information System (Article 
8).95 The Cybersecurity Single Information 
System is administered and operated by 
NBU, the entity responsible for incident 
response coordination and information 
sharing during crisis and emergencies, as 
well as other functions. This online platform 
“ensures systematic gathering, concentrating, 
analyzing, and evaluating of cyber security 
incidents information,” while the central 

early warning system promises the “timely 
exchange of information on the threats, cyber 
security incidents, and risks related thereto” 
between NBU and other entities involved in 
incident response handling.96 Depending 
on the urgency of a cyber incident or threat 
warning, NBU can issue alerts both through 
the Cybersecurity Single Information System 
and the mass media, and on the Central 
Portal of Public Administration (Article 27).

The system consists of public-facing and 
non-public parts and access is free of charge. 
The public section contains a registry of 
competent bodies, operators of essential 
services, and providers of digital service. It 
also includes a repository of cyber security 
incidents, the list of accredited CSIRT units, 
alerts and warnings, and other information 
for minimizing, averting, and remedying the 
consequences of a cyber security incident. 
As well, it contains methodologies, guide-
lines, standards, policies, and announce-
ments pertaining to industry and country 
best practices. The 2018 Cybersecurity Act 
specifies who qualifies for inclusion in the 
register of service providers or operators 
(e.g., banking, transportation, digital infra-
structure, energy, financial services, postal 
services, key areas of industry, electronic 
communications, healthcare, and public 
administration).97 Each key operator or pro-
vider of the individual sectors is entered 
in the register along with the competent 
authority responsible for their oversight.

The non-public part of the Cybersecurity Single 
Information System can be accessed directly 
in electronic form in real time, and is reserved 
to specific bodies within the government, 
accredited CSIRT units, operators of essen-

The Cybersecurity Single 
Information System facilitates 
the collection, evaluation, and 

exchange of information.
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tial services, providers of digital services, 
the National Bank of Slovakia, the Office for 
Personal Data Protection, and other public 
administration authorities as determined by 
the NBU.

As mentioned in the incident response sec-
tion, SK-CERT plays an important role in 
information sharing. It actively cooperates 
with other national and foreign CSIRTs and 
is a member of two important organizations, 
Trusted Introducer and FIRST. These orga-
nizations are particularly important for the 
sharing of information among recognized 
CSIRTs around the world as well as other 
security teams. Membership to these orga-
nizations is based on trust and professional 
cyber security ethics, which have a significant 
impact on receiving relevant cyber security 
information and exchanging experiences 
around the world. SK-CERT also publishes 
monthly reports with information on cyber 
threats, product vulnerabilities, cyber secu-
rity incidents, and other cyber-related infor-
mation. In addition, SK-CERT participates 
in the information exchange project called 
the “CyberExchange.” It was launched in 
2018 by the Czech CSIRT team and co-fi-
nanced by the EU Connecting Europe Facility 
(CEF) as a reaction to the increase in cyber 
security threats and the need for cross-bor-
der defense cooperation. It is intended to 
strengthen mutual cooperation of national 
and government CSIRTs/CERTs and grow 
the expertise of their respective staff mem-
bers. Security teams from Austria, Croatia, 
the Czech Republic, Greece, Latvia, Luxem-
bourg, Malta, Poland, Romania, and Slovakia 
participate in the CyberExchange.

Under the Office of the Deputy Prime Minis-
ter, the government CSIRT.SK provides cyber 
information and alerts to other government 

agencies. It regularly performs penetration 
tests with the involvement of other public 
and private sector entities. In addition, it is 
the central contact point for other Public 
Administrations’ European-level CSIRTs for 
the exchange of information and agreed 
upon procedures.

Slovakia is also a key member of the Central 
European Cyber Security Platform (CECSP), 
which plays a role in facilitating information 
exchange among the Visegrad (V4) countries 
(i.e., Czech Republic, Hungary, Poland, and 
Slovakia) and Austria. CECSP was established 
in 2013 by the Czech Republic and Austria, 
and consists of representatives of govern-
ment, national, and military CSIRT teams along 
with the representatives of national security 
authorities. Slovakia is represented in the 
CECSP by NBU. The aim of the platform is 
to foster cooperation among neighboring 
countries in the area of cyber security, espe-
cially to promote the exchange of information; 
share tactics, techniques, and procedures for 
handling cyber threats; and work together 
to prevent future cyber attacks.

Finally, Slovakia participates in the NATO’s 
Malware Information Sharing Platform (MISP) 
and collaborates with its Alliance members 
in the areas of cyber defense, cross-border 
cyber security incidents, and the exchange 
of technical information on threats and 
vulnerabilities.

Slovakia is beginning to promote its critical 
location in Central-Eastern Europe and its 
strong ICT sector. Yet, its high connectivity 
coupled with its lack of preparedness has 
made it an attractive target for cyber crime 
and state-sponsored espionage. Slovakia’s 
businesses and critical services need action-
able information and advice to help shore 
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up their defenses and increase resilience. 
The CECSP can be an excellent platform to 
facilitate information sharing and increase 
situational awareness and resilience. It will 
be important to ensure that the necessary 
incentives are in place to accelerate the timely 
and actionable exchange of data.

5. INVESTMENT IN RESEARCH 
AND DEVELOPMENT
While Slovakia does not have an officially 
recognized national or sector-specific research 
and development (R&D) program dedicated 
to cyber security or advanced technology 
development, the 2015 national cyber secu-
rity strategy stated a clear intent to support 
cyber security R&D and innovation.98 It also 
focused on the need to incorporate cyber 
security education at the primary and second-
ary educational levels; develop specialized 
educational systems for secondary schools, 
universities, and professionals; and create 
an internal market for cyber security prod-
ucts and services.99 The 2015 strategy and 
many of the national digital plans have also 
emphasized the need to raise cyber security 
knowledge and awareness and develop digital 
literacy and skills among the public. The 2016 
Action Plan tasked the National Agency for 
Network and Electronic Services (NASES), the 
Ministry of Education, Science, Research and 
Sport, and NBU with additional measures. 
These included: building new specialized 
workplaces to better protect the country’s 
major information assets; supporting the 
development of knowledge and know-how 
in cyber security science and research; and 
creating forensic labs to collect and evaluate 
digital evidence and conduct analytical activ-
ities during responses to security incidents or 
attacks.100 However, all these strategies did 

not clearly state how the government would 
support, advance, and sustain these efforts.

The Slovak system of innovation ranks below 
the EU average and support for R&D is the 
lowest among the Visegrad Group (i.e., Czech 
Republic, Hungary, Poland and Slovakia).101 In 
comparison, the total share of R&D investment 
in GDP in the Czech Republic was more than 
twice that of Slovakia in 2017 (1.8 percent 
vs. 0.9 percent).102 Corporate funds account 
for only a quarter of the total Slovak fund-
ing for R&D and the country is still mostly 
dependent on EU money to fund R&D proj-
ects, education, and training programs. In 
2015, Slovakia was the fifth biggest recipient 
of EU funding for government and higher 
education R&D, benefitting from over €470 
million (~$528 million).103 In 2014, Slovakia 
received €2.2 billion (~$2.5 billion) from the 
European Structural and Investment Fund 
(ESIF) to implement the Horizon 2020 pri-
orities and country-specific recommenda-
tions for policy reforms under the European 
Semester in education, employment, and 
social inclusion.

The EU funds are allocated through a series 
of programs, including the Operational Pro-
gramme for Research and Innovation (OPVaI), 
the Human Resources Operational Programme, 
the Youth Unemployment Initiative (YEI), and 
the 2014-2020 ERDF. In particular, OPVaI 
intends to boost competitiveness of small and 
medium-sized enterprises, support sustainable 
economic growth, and promote research and 
innovation. This program supports R&D in a 
variety of fields as part of the EU 2014-2020 
Intelligent Specialization Strategy. In Slovakia, 
these fields include environmental issues, 
technological development and innovation, 
research in science and technology (S&T), 
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and the promotion of increased efficiency 
and performance of the R&D system.104 The 
Slovak Ministry of Education, Science, Research 
and Sports, in collaboration with the Ministry 
of Labor, manages all EU funds, including 
OPVaI. However, by the end of January 2018, 
Slovakia had only spent 4 percent of the €2.2 
billion it received from the OPVaI and other 
EU programs.105

In recent years, the Slovak Ministry of Edu-
cation, Science, Research and Sport, estab-
lished a Scientific Grant Agency, called VEGA 
(Vedecká Grantová Agentúra), in partnership 
with the presidium of the Slovak Academy 
of Sciences (SAS), to serve as an advisory 
body for the implementation of S&T policies, 
financing of basic research, and evaluation 
of research projects.106 VEGA is dedicated to 
selecting projects from institutional finance 
resources under two sub-chapters of the state 
budget: university-based S&T research and 
SAS. Its average annual budget is €14 million 
(~15.7 million).

The ICT sector plays an important role in the 
Slovak economy and employment in this sector 
has grown exponentially between 2008 and 
2017 (47 percent increase). In 2018, the ICT 
sector contributed to 4.6 percent of Slovakia’s 
GDP and employed about 3 percent of the 
overall labor force (about 24 percent of the 

labor force works in the private sector).107 
Given the importance of the manufacturing 
sector in Slovakia – which commands some 
of the highest manufacturing’s employment 
shares in the EU – workers need to be trained 
to make sure they remain employable in an 
increasingly digital workplace. To respond 
to this need, in 2016 the Slovak Ministry 
of Economy established the Smart Industry 
Initiative for Slovakia. This initiative supports 
digital transformation in a variety of areas, 
including developing smart factories and 
manufacturing; raising awareness and collab-
oration; promoting research; and providing 
access to finance, labor market, and edu-
cation, etc.108 The Smart Industry Initiative 
was inspired by similar German and Dutch 
initiatives and emphasizes R&D cooperation 
with industry and the deployment of more 
advanced technologies like Internet of Things 
(IoT) throughout the economy. Key stakehold-
ers from government, industry, academia, 
and the technical community participate in 
the Smart Industry Platform. Funds for this 
initiative, however, remain limited and mostly 
dependent on existing industry funding pools 
and the EU funds.109

While the government has not developed a 
unified program or set of incentives to encour-
age cyber security education and applied 
research at universities and academic insti-
tutions, it does support and fund all public 
universities and national laboratories – some 
of which have developed their own research 
projects in this field. In particular, the Cyber 
Security Lab at the Pavol Jozef Šafárik Univer-
sity focuses on network intrusion detection, 
honeypots, and privacy issues; the Department 
of Computers and Informatics at the Technical 
University in Košice has an ongoing collabo-
ration with Siemens, IBM, and Microsoft; and 

Slovakia has the highest 
manufacturing’s employment 

shares in the EU – underscoring 
the need to train and retain 

a digital workforce.
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the Faculty of Informatics and Information 
Technologies of the Slovak Technical Univer-
sity (STU) has recently launched a Centre of 
Excellence for Artificial Intelligence (AI). The 
Ministry of Education, Science, Research and 
Sport, the Deputy Prime Minister’s Office for 
Investments and Informatization, and NBU 
all play a role in promoting cyber security 
education, knowledge creation, and skills 
development. The Slovak government rec-
ognizes that a cyber-literate workforce would 
help Slovakia in tackling cyber threats in the 
long run, and is trying to address its short-
age of cyber security talent by incentivizing 
the younger population to study and work 
in the cyber security field.110 In 2017, the 
Slovak government invested 3 percent of 
its GDP on bettering the overall quality of 
education in the country, including cyber 
security education for public administration 
employees.111

The Slovak government is also providing 
scholarships and grants through the Official 
Development Assistance (ODA) program to 
national and international students for educa-
tion at technical universities, like the STU.112 
However, the ODA program is not specifically 
focused on cyber security education.

Different governmental entities and private 
sector companies are individually and more 
directly involved in strengthening digital skills 
and literacy, supporting the development 
of a knowledge-based society, and further 
increasing the number of ICT students in 
Slovakia. For example, in 2016, the Ministry 
of Education, Science, Research and Sport in 
partnership with the ICT industry, academia, 
and other partners launched the IT Academy 
project.113 This project aims to increase the 
numbers as well as the level of digital skills of 

ICT students, equip IT laboratories at schools, 
and set up new IT-related educational pro-
grams. It also intends to train elementary 
and secondary school teachers to use digital 
technology and innovative pedagogies to 
teach STEM subjects, including mathemat-
ics, informatics, and natural sciences. The IT 
Academy project is scheduled to run from 
2017 to 2020 and aims to reach 24,000 stu-
dents from at least 300 elementary schools, 
about 9,000 students from at least 200 sec-
ondary schools, and 3,000 students from 
5 technical universities. It plans to create 
additional informatics courses and new IT 
labs in 60 elementary schools, 30 secondary 
schools, 4 state organizations, and 8 uni-
versities. Courses already incorporated in 
school programs include troubleshooting 
and computer programming, computer sys-
tems and networks, information security, and 
programming of mobile devices, etc. The 
EU Human Resources Operational Program 
– part of the €2.2 billion EU Operational 
Program funding stream – is supporting the 
IT Academy project. From 2015 to 2018, the 
Ministry of Education, Science, Research and 
Sport has allocated more than €131 million 
(~$147 million) through this program.

In 2015, ESET – one of the world’s largest IT 
security companies headquartered in Bratislava 
– established the ESET Research Centre in 
collaboration with the STU and the Comenius 
University in Bratislava. The research center 
aims to effectively connect the academic and 
business sectors and increase research activ-
ities and capacities in cyber security.114 Other 
IT industry associations, such as the Košice 
IT Valley and the IT Association of Slovakia 
(ITAS), facilitate cooperation, innovation, and 
education in the ICT sector and support inno-
vative start-ups and small IT companies in the 
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Eastern Slovakia region through incubators, 
financing, venture capital, entrepreneurship 
education, rubber training, mentoring, etc.115 
One of the main aims of the Košice IT Valley 
is to motivate youth to study and work in IT 
and robotics. Its “IT Valley 2012+” project 
seeks to create a communication platform 
for stakeholders in the ICT cluster in Eastern 
Slovakia including government, research and 
development institutions, universities, and 
secondary schools focused on ICT education.

In July 2016, the EU launched the European 
Cyber Security Organisation (ECSO) – a con-
tractual public-private partnership in cyber 
security (cPPP) that supports initiatives and 
projects focused on developing, promoting, 
and encouraging European cyber security.116 

The main objective of the partnership is to 
foster cooperation between public and private 
actors at the early stages of the research and 
innovation process in order to allow people in 
Europe to access innovative and trustworthy 
European solutions (e.g., ICT products, ser-
vices, software). The partnership also aims 
to stimulate the cyber security industry by 
allowing it to elicit future requirements from 
end-users and sectors that are important 
customers of cyber security solutions (e.g., 
energy, healthcare, transport, finance), thereby 
helping to align the demand and supply sec-
tors. NBU is one of founding members of 
ECSO and is involved in its organizational 
structure, particularly in the National Public 
Authorities Committee (NAPAC); the Work-
ing Group 1 (WG1) focused on certification, 
standardization, labeling, and supply chain 
management; the WG5 focused on education, 
training, cyber range, and awareness issues; 
and the WG6 focused on strategic research 
and the EU innovation agenda.

In September 2017, then-Deputy Prime Min-
ister for Investments and Informatization and 
today’s Slovak PM Pellegrini launched the 
Digital Coalition (Digitálna Koalícia) – in line 
with the priorities of the EU Digital Skills and 
Jobs Coalition initiative.117 This initiative pro-
motes cooperation among public and private 
entities and the professional community. It 
includes projects to foster digital literacy and 
skills development, train ICT experts, and 
prepare Slovaks of all ages for work and life 
in the digital economy and so-called Industry 
4.0. Among the founding members of the 
Slovak Digital Coalition are the ministries of 
Education, Economy and Labor, Social Affairs 
and Family, as well as secondary and higher 
education institutions, ITAS, the Association of 
towns and municipalities (ZMOS), and major 
tech companies like T-Systems, Microsoft, 
Cisco, and Orange.118 In 2018, PM Pellegrini 
stated that the Digital Coalition project has 
been successful primarily due to the great 
commitment and enthusiasm displayed by 
its participants.119 The coalition has attracted 
over 65 members from different sectors and 
established 218 measurable commitments, 
including a series of scholarships for foreign 
students to study ICT in Slovakia. Members 
of the Digital Coalition have also supported 
the development of the Center of Excellence 
for AI at STU.

The ESET Research Centre 
connects the academic and 

business sectors and serves to 
increase research activities and 

capacities in cyber security.
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Among its activities, the Digital Coalition 
carries out “IT fitness tests” to gauge the 
level of digital literacy and IT skills of stu-
dents and teachers in primary schools, high 
schools, and colleges across Slovakia.120 
After the relatively poor results from the 
latest iteration of the IT fitness tests – the 
average test success rate for middle and 
high schools dropped from 42 percent in 
2017 to 36 percent in 2018121 – the gov-
ernment recognized the need to increase 
investments for education in computer sci-
ence, critical thinking, and cyber security. 
Deputy Prime Minister for Investments and 
Informatization Richard Raši stated that 
focusing on cyber-literacy will be a priority 
going forward, especially given the 2018 
cyber attacks on Slovakia.122

During remarks delivered at a Conference on 
AI and Data Science at the American Chamber 
of Commerce in Slovakia in September 2018, 
Deputy PM Raši stressed the importance of 
creating an attractive business environment 
in the country for companies focused on AI 
and directing the economy toward higher 
value-added enterprises.123 He emphasized 
three specific areas of focus for the near 
future: 1) forming international research part-
nerships, 2) transferring expertise from labs 
to the market, and 3) following current best 
practices in decision-making. In February 
2019, his office also announced a Memoran-
dum of Cooperation with the United Arab 
Emirates to establish consensus for digital 
ecosystems and AI, in line with the recent 
push for developing smart cities.124 Deputy 
PM Raši’s office also released a call for projects 
focused on digitizing city administrations, 
public services to residents, transport man-
agement, and public safety.125

The new Slovakia Digital Transformation 
Strategy, expected to be released in May 
2019, will also include a renewed focus on 
digitizing services, promoting cyber security 
education, and attracting foreign investments 
in the ICT sector.126 Since the early 2000s, 
Slovakia has recognized that it needs to 
invest in research and education in order 
to realize its economic goals. Every digital 
and innovation strategy published under-
scores these aspirations. Yet, Slovakia still 
faces a significant shortage of cyber security 
professionals able to protect its critical ser-
vices and infrastructures, companies, and 
digital assets. Moreover, most of its R&D 
initiatives and cyber security education and 
training programs are still heavily reliant on 
EU funding to operate. The government 
must find new mechanisms to encourage the 
development and retention of ICT talent and 
the creation of a vibrant startup community 
underpinned by increased public and private 
sector investments. The government’s limited 
implementation and funding to advance its 
digital and innovation strategies, combined 
with its dependence on EU funding, may 
not be enough to accelerate the digitiza-
tion of public and private activities while 
at the same time reducing the country’s 
cyber insecurity.

6. DIPLOMACY AND TRADE
The 2015 national cyber security strategy 
and the 2014 national digital strategy both 
identified ICT and cyber security as import-
ant elements of Slovakia’s national security 
and economic prosperity, and stressed the 
importance of promoting “active international 
collaboration.”127 However, Slovakia has not 
recognized cyber security as a Tier One pri-
ority of its foreign policy or its foreign trade 
and international commerce negotiations.
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According to the 2018 Cybersecurity Act, 
NBU is responsible for cooperating with the 
Ministry of Foreign and European Affairs to 
develop international cooperation and mon-
itoring activities in the field of cyber security 
on the foreign policy interests of the coun-
try.128 Both the 2015 national cyber security 
strategy and 2016 Action Plan reiterated that, 
as a member of NATO and the EU, Slovakia 
intends to participate in the formulation of 
international strategic and conceptual docu-
ments, prepare and implement EU legislative 
and non-legislative initiatives involving cyber 
security, and support NATO collaboration in 
the area of cyber defense. In line with the 
objectives described in the national cyber 
security strategy, Slovakia regularly partici-
pates in international discussions on cyber 
security, cyber crime, CSIRTs cooperation, 
and cyber defense (although the country 
has rarely initiated regional agreements in 
these matters). In addition to its EU and 
NATO membership, Slovakia is a member of 
other major international bodies addressing 
cyber security-related issues, including the 
Council of Europe, OECD, V4, ENISA, the 
NATO Cooperative Cyber Defence Centre 

of Excellence (CCD CoE), the Digital 3 Seas 
Initiative, and the Network and Information 
Security Public-Private Platform (NIS Plat-
form) – established as part of the 2013 EU 
Cybersecurity Strategy.129

Moreover, Slovakia currently holds the 
Chairmanship of OSCE, and one of the pri-
orities it set is cyber security. Specifically, 
Slovakia is focusing on the protection of 
critical infrastructure by furthering the dia-
logue and implementation of the 16 confi-
dence-building measures (CBMs) that the 
OSCE 57 member states adopted.130 These 
measures are aimed at reducing the risks of 
conflict that stem from the misuse of ICTs. 
In March 2019, the Ministry of Foreign and 
European Affairs’ representatives discussed 
possible common procedures to protect critical 
energy infrastructure and ways to promote 
multilateralism in cyber diplomacy during 
the Vienna Cybersecurity Week. Slovakia 
has an important opportunity to intensify 
efforts to operationalize the CBMs and pro-
mote initiatives to drive cyber resilience for 
the region.

The NBU is responsible 
for cooperating with the 
Ministry of Foreign and 

European Affairs to develop 
international cooperation in 
the field of cyber security.

Slovakia currently holds 
the Chairmanship of the 

Organisation for Security and 
Co-operation in Europe (OSCE) 

and will work to implement 
the 16 confidence-building 

measures to drive cyber 
resilience for the region.
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Besides its collaboration in international 
organizations and structures, Slovakia also 
works to cultivate relations and engage in 
bilateral cooperation with specific countries 
in the area of cyber security. For example, 
in 2018, PM Pellegrini and French Presi-
dent Emmanuel Macron agreed to deepen 
cooperation in cyber security by facilitat-
ing information sharing between Slovak 
and French experts.131 Similarly, the Slovak 
government has held talks with Azerbaijan 
and offered its expertise in regards to the 
adoption of measures aimed at securing net-
works and information systems.132 The same 
year, in 2018, Serbia and Slovakia agreed 
to exchange experiences and expertise in 
the development of national innovation 
infrastructures, and national regulations 
on innovation, digital transformation, and 
technology transfer. Slovakia has also joined 
the “Paris Call for Trust and Security in 
Cyberspace” – a high-level declaration on 
developing common principles for secur-
ing cyberspace, launched by the French 
government in November 2018.133

Prime Minister Pellegrini has personally taken 
part in some of the global debates on cyber 
security issues, such as the provision of 5G 
technology from Chinese telecommunica-
tions manufacturers and its importance to 
national security. PM Pellegrini took a diver-
gent stance from his Polish and Czech coun-
terparts and many other NATO allies when 
he declared that Slovakia does not consider 
Chinese technology a security threat and 

that Slovakia will not impose any restrictions 
on their market entry at this time.134

Finally, Slovakia is beginning to support 
Europe’s broader initiatives to address the 
exposure of citizens to large-scale disinfor-
mation, including misleading or outright 
false information. The Ministry of Foreign 
and European Affairs has developed a 
strategic communications unit that looks 
at the spread of disinformation and fake 
news. This unit is the contact point for the 
election cooperation network by the EU to 
ensure safe and secure elections. However, 
the MFA is more focused on confronting 
cyber threats coming from Russia, including 
influence and disinformation campaigns, 
than establishing a broader focus and con-
tingent of dedicated and trained person-
nel whose primary mission includes active 
engagement in cyber security diplomacy 
or trade negotiations.

Indeed, the subject of cyber diplomacy 
exceeds just the rules of engagement and 
constraining behaviors. It also concerns pro-
moting trade through the free, cross-border 
exchange of information, goods, services, and 
capital – especially within the EU. Balancing 
economic prosperity and national security 
requires establishing a refined diplomatic 
corps and increasing the country’s regional 
leadership to realize its vision and goals. 
Slovakia has an important opportunity as 
it leads the OSCE on cyber issues.
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7. DEFENSE AND CRISIS 
RESPONSE
In the late 2000s (after the cyber incidents 
in Estonia and then Georgia), the use of mil-
itary grade weapons against national critical 
infrastructures and the use of cyber in mil-
itary operations catalyzed Slovakia’s MoD 
to undertake initiatives to start training and 
equipping its Armed Forces and to align 
domestic efforts to NATO’s cyber defense 
requirements.

The 2005 National Security Strategy of the 
Slovak Republic neither mentioned information 
security nor cyber security. However, starting 
with the 2013 White Paper on Defense of 
the Slovak Republic, the country recognized 
the need to take necessary steps to prevent 
threats that could cause significant or irre-
coverable damage to Slovakia and that could 
undermine the credibility of the state.135 Also 
in 2013, the Slovak Military Defense Intelli-
gence (VOS) and Military Intelligence Service 
(VSS) were merged into one service called 
Military Intelligence (VS) within the MoD. 
The Military Intelligence is responsible for 
“acquiring, collecting, and analyzing infor-
mation significant for securing defense and 
defense capabilities of the Slovak Republic,” 
including activities and threats in cyberspace. 
Its primary mission in this domain is to “pro-
tect the defense and critical infrastructure 
and information systems essential to secure 
the state functioning.”136

The 2016 White Paper on Defense acknowl-
edged that cyberspace was now the fifth 
domain of warfare, in line with the declara-
tion made by NATO member states at the 
2016 Warsaw Summit. It also recognized the 
influence that asymmetric security threats, 
including cyber attacks and hybrid warfare, 

could have in the future, and called for the 
Military Intelligence to strengthen and develop 
capabilities in cyber security.137 It placed 
emphasis on the protection of communi-
cations and information technology infra-
structures within the MoD and on ensuring 
support for the Slovak Armed Forces (AF 
SR) in cyberspace.138

The Cyber Defense Center 
was created in 2018 as a 

special department within the 
Military Intelligence, tasked 
with the cyber defense of 

national critical assets.

In response to this call and the 2015 reorga-
nization of the government entities respon-
sible for cyber security, the Cyber Defense 
Center was created in 2018 (based on the 
Cybersecurity Act) as a special department 
within the Military Intelligence, tasked with 
the cyber defense of national critical assets. 
The center collects, aggregates, analyzes, and 
evaluates information critical for cyber defense, 
informs affected parties about existing and 
potential threats, and suggests appropriate 
measures.139 In addition, the center hosts 
the military computer security and incident 
response team (CSIRT.MIL.SK). CSIRT.MIL.SK 
oversees monitored infrastructures, provides 
early detection of systems vulnerabilities and 
malicious activities on the network, responds 
to serious cyber security incidents of national 
importance (like the 2018 attack on the Min-
istry of Foreign Affairs), and offers education 
and awareness programs for its constituency. 
In February 2018, CSIRT.MIL.SK was accred-



©  2019 Cyber Readiness Index 2.0, all rights reserved.

34

ited by the Trusted Introducer certification 
authority, and became a full member of the 
international Task Force of Computer Secu-
rity Incident Response Teams (TF-CSIRT).140

The 2018 Cybersecurity Act codified the role 
and responsibilities of the Cyber Defense 
Center (Article 35). It also gave it the authority 
to “require compliance from the owners and 
operators of facilities of special importance 
and critical infrastructure elements, as well 
as information to the extent necessary to 
ensure the cyber defense of the country.”141 
In order to fulfill the tasks assigned to it, the 
center has direct and full real-time electronic 
access to the Cybersecurity Single Informa-
tion System. In the event of a serious cyber 
security incident that “exceeds the specified 
degree of severity” or that involves a case of 
“cybernetic terrorism,” NBU must inform the 
Military Intelligence and provide all necessary 
information “to ensure cyber defense.”142 

The Military Intelligence will then perform its 
incident response tasks through the Cyber 
Defense Center and CSIRT.MIL.SK.

Figure 3: Organizational structure of the Slovak Military Intelligence, http://csirt.mil.sk/75689.

The Cyber Defense Center has 
direct and full real-time electronic 

access to the Cybersecurity 
Single Information System to 
ensure the cyber defense of 
the country when needed.

The 2016 White Paper also recognized the 
importance of improving the training of the 
Slovak Armed Forces. The Armed Forces Acad-
emy of Milan Rastislav Štefánik, for example, 
is investing in the long-term development 
of university-level education and vocational 
training and exercises in line with the AF 

http://csirt.mil.sk/75689/
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SR requirements, including the training of 
professional soldiers in the area of cyber 
security. The Paper also called for training of 
commanders focused on the ability to plan 
high-intensity joint operations to defend the 
homeland and/or provide collective defense 
to NATO allies in a complex operational envi-
ronment, including hybrid, cybernetic, and 
terrorist threats.

Slovakia regularly participates in cyber train-
ing and exercises with international partners, 
including the CCD CoE-led Locked Shields 
exercise – won by Slovakia in 2016 – and the 
NATO-led Cyber Coalition exercise, in order 
to test its abilities and reactions to cyber 
attacks and demonstrate cooperation through 
information exchange and assistance.143 The 
country also contributes to the EU Cyber 
Europe and CyberSOPEX exercises, both 
organized by ENISA, and participated in the 
2018 SecOps Europe exercise in Budapest. 
In 2018, the Slovak team that participated in 
these exercises consisted of representatives 
from the NBU, the national SK-CERT, the 
MoD (only in the Locked Shields exercise), 
and the government CSIRT.SK unit.

Moreover, the government has held at least 
three national-level exercises in 2011, 2012, 
and 2013 to demonstrate (technical) national 
cyber defense readiness. The Slovak Infor-
mation Security Exercises (SISE) were aimed 
at CII protection. The primary goal of SISE 
2012, for example, was to test the techni-
cal response of participating institutions to 
large-scale ICT incidents, including data exfil-
trations, DDoS attacks, and ripple effects 
on the provision of public services.144 The 
2013 exercise tested the security incident 

and technical security processes within par-
ticipating organizations, including their ability 
to mitigate incidents and identification of 
employees’ security awareness levels (e.g., 
against phishing attacks and online scams). 
The Ministry of the Interior, the Prime Minis-
ter’s Office, the Telecommunications Office, 
and the Ministry of Finance were all actively 
involved in the 2013 exercise.

In 2017, the Slovak government published 
a new draft national security strategy, which 
recognizes the ubiquity of cyber attacks and 
argues that the consequences of such attacks 
can reach the level of a conventional armed 
attack. The document also reiterates NATO’s 
definition of cyberspace as a new domain 
of operations and stresses that collective 
defense in this sphere is critical.145 The draft 
strategy states that its “aim is to develop 
cyber defense and create a protected cyber-
space for Slovakia.” It also affirms that “the 
Slovak Republic will create an institutional 
and legal framework aimed at enhancing the 
security and resilience of cyberspace. The 
result will be a comprehensive system of cyber 
security, including international cooperation, 
cooperation with the private sector and the 
academic community.”146

While there is a clear emphasis on scaling 
cyber defense systems in Slovakia, exact 
allocations of funding are unclear. In 2017, 
the Military Intelligence department spent 
€54 million (~$60.6 million) for all its activ-
ities.147 MoD’s overall expenditures in 2018 
amounted to €1 billion (~$1.1 billion), but 
the specific funding for military intelligence 
activities and the Cyber Defense Center is 
not publicly available.148
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CRI 2.0 BOTTOM LINE
According to the CRI 2.0 assessment, Slovakia 
is still in the early stages of developing a path 
toward cyber resilience and cyber readiness, 
and is currently partially operational only in 
one of the seven CRI essential elements.

The findings in this analysis represent a snap-
shot in time of a dynamic and changing land-
scape. As Slovakia continues to develop and 
update its economic (digital agenda) and 
national cyber security strategies, policies, 
and initiatives to reflect a more balanced 
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approach that aligns its national economic 
visions with its national security priorities, 
updates to this country profile will reflect 
those changes and monitor, track, and eval-
uate substantive and notable improvements.

The CRI 2.0 offers a comprehensive, com-
parative, experience-based methodology to 
help national leaders chart a path toward a 
safer, more resilient digital future in a deeply 
cybered, competitive, and conflict prone world. 
For more information regarding the CRI 2.0, 
please see: http://www.potomacinstitute.
org/academic-centers/cyber-readiness-index.

http://www.potomacinstitute.org/academic-centers/cyber-readiness-index
http://www.potomacinstitute.org/academic-centers/cyber-readiness-index
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